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Introduction

compliance-driven approach to Com-

puterized Systems Validation (CSV)is

widely prevalent in the pharmaceuti-

cal industry. As a consequence, the
scientific body of knowledge which promotes
validation in the pursuit of broader business
objectives is frequently overlooked. In addi-
tion, concepts and processes are reinvented,
often without reference to best practices out-
side the industry. This article introduces some
of the elements of existing frameworks and
argues that compliance with CSV regulations
can and should be achieved as a byproduct of
systems engineering practices designed to
maximize return on investment.

Background

As expressed in its 11 January 2002 Final
Guidance for Industry and FDA Staff,! the FDA
believes that “Information on software valida-
tion presented in this document is not new.
Validation of software, using the principles
and tasks listed in [this document], has been
conducted in many segments of the software
industry for well over 20 years.”

Government agencies such as NASA,
DARPA, and DoD, their suppliers, and aca-
demic research institutions were among the
first to develop and require quality assurance
strategies for software-based systems. They
shared the current FDA view that computer-
ized systems are fundamentally ‘different’ from

manual, hard-wired, or mechanical systems,
even when designed to perform the same basic
functions.

The core reason for the difference is the
complexity of software-based systems, ex-
pressed via large numbers of decision points,
intricate interrelationships, multiple levels of
abstraction, and the relative ease with which
they can be modified. Validation of these sys-
tems requires control of the process by which
they are developed and utilized because it is
not feasible to test them comprehensively after
they are already built. This systems engineer-
ing objective is typically expressed as “verifica-
tion and validation” to emphasize the need to
ensure not only that “the system gets built
right,” but also that “the right system gets
built.”

While the process-oriented quality concept
is familiar in the pharmaceutical industry,
there is less clarity on the form and sequence of
activities required to support the development
and use of compliant computerized systems, or
how such processes can be implemented with
finite resources. Activities which go beyond the
writing of detailed specifications and qualifica-
tion testing are often poorly received and treated
simply as compliance overhead.

In fact, significant evidence exists (in the
form of standards and studies!? 1% 6-20) which
indicates that commitment to targeted and
gradual refinement of selected organizational
practices can improve not only compliance, but
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also the quality and reliability of computerized systems. This
article introduces examples of three key elements of a strat-
egy for the adoption of systems engineering practices which
improve the return on investment in CSV:

1. Alternate life cycle models (in lieu of the familiar waterfall
or “V” model) which can be used by organizations to
leverage their particular strengths and resources in order
to implement cost-effective compliance practices

2. Definitions of the management, systems, and software
engineering processes which should be implemented and
internalized by organizations seeking to be compliant
with best practices as well as regulations

3. An established set of measures which can be used to
investigate, quantify, and improve the effectiveness of
essential organizational practices related to systems engi-
neering.

What is a Life Cycle Model?

System architects typically construct models in order to learn
from and to control the functionality of a system according to
a defined set of priorities. Since real-world systems are
complex, it is normal to introduce approximations which
reduce the absolute fidelity of their models. Systems theory
generally requires that all such approximations maintain
enough accuracy to permit a meaningful investigation of the
desirable properties of a system, including stability, control-
lability, observability, and robustness.

The objectives underlying the use of a Life Cycle Model as
a basis for verification and validation are the same as those
of a system architect. It permits the assessment and control
of a system of defined elements (including business or orga-
nizational functions) which can be harnessed to generate a
(controlled) work process and create required work products
in a favorable (cost-effective and reliable) manner.

What a life cycle model is categorically not is a process of
creating user specifications, turning them over to a vendor,

and then performing qualification testing on the computer-
ized system shipped back by the supplier. While these activi-
ties are important elements of a life cycle approach, they are
not likely to generate significant value without an overall
framework to support their execution.

How is a Life Cycle Model Implemented?

It is not by accident that organizations from the ISO and IEC
to the FDA, ANSI, and IEEE recommend the use of life cycle
models for the development of validated computerized sys-
tems, but do not actually specify the implementation of a
particular model or the development of a prespecified set of
deliverables.

This open-ended requirement is entirely consistent with
the underlying rationale which is that creation of a support-
ing framework is the critical first step and must be carried out
in a consistent and coherent manner. The specific actions or
deliverables which support the framework emerge as a con-
sequence of business opportunities and risks and cannot be
specified by an outside agency.

The systems-oriented or model-based approach also sup-
ports the traditional role of outside auditors by allowing them
to focus on verifying that the existing elements of a frame-
work are consistent with its stated objectives, and that
defined activities are carried out as specified. External regu-
lators can also specify additional requirements in a relatively
structured manner, including those which an organization
might otherwise exclude on the basis of low perceived risk, as
in the case of 21 CFR Part 11.

For an introduction to the specific actions which an organi-
zation should take, more concrete recommendations are pro-
vided by existing engineering standards, such as IEEE 1074.2
This standard actually specifies a list of 17 activity groups for
which it expects compliant organizations to build a supporting
infrastructure. It also provides information such as precursors
and expected outcomes of specific activities.

The main concept of this standard is that compliant
organizations will devise a family of templates - including
specific models - which suggest how to sequence, schedule,

Capability Level 1
Initial
(Performed Informally)

Base practices of the process area are generally performed but the performance of these base practices may not be rigorously
planned and tracked. Identifiable work products for the process exist to demonstrate the performance of the base practices, but the
process itself is characterized by frequent crises and a pattern of unforeseen delays, unpredictable outcomes countered by heroic
individual effort, and process flow that is overly dependent on the individuals involved

Capability Level 2
Repeatable
(Planned & Tracked)
schedules can be predicted for future projects

Base practices of the process area are planned and tracked. Performance according to specified procedures is verified. Work
products conform to specified standards and requirements. As a result of tracking the process using predefined metrics, planning &
control can be based on experience, immediate corrective action is possible if problems are identified, and realistic costs and

Capability Level 3
Defined

Base practices are performed according to a well-defined process using approved, tailored versions of standard, documented
processes. The primary distinction from the planned and tracked level is that the process is planned and managed using an

(Well Defined)

organization-wide standard process which includes continual efforts to improve quality and productivity

Capability Level 4
Managed
(Quantitatively Controlled)

Detailed measures of performance are collected and analyzed. This leads to a quantitative understanding of process capability and
an improved ability to predict trends which lead to deviations. Statistical quality controls can be used to distinguish between random
deviations & meaningful violations

Capability Level 5
Continuously Improving

At this level, an organization establishes quantitative performance goals (targets) for process effectiveness and efficiency, based on
its business goals. In other words, at level 2 an attempt is made to find & correct faults but at level 5 defect prevention is practiced
in order to ensure there are no faults in the first place

Table A. Description of maturity levels.
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and track standard activities according to the requirements
of a particular project or business process. An approved
template may be selected on the basis of any combination of
specific factors such as the novelty of a project, the number of
project participants, consumer-provider relationships, con-
tracts, schedules, and the attendant risks - Figure 1.

Once a model template has been chosen, it can be associ-
ated with the necessary activity groups to develop a baseline
project execution plan which identifies, for instance, the need
for appropriate specifications, prototyping or builds, review
cycles, and training.

The term Organizational Process Asset(s) (OPA)is used in
the standard to indicate the body of knowledge or business
intelligence that an organization relies on to conduct its
activities. Typical OPAs include:

¢ organizational policies

¢ defined process descriptions

¢ estimating and operating procedures
¢ development plans

e quality assurance plans

¢ training materials

e process aids, including checklists

¢ lessons-learned reports

The OPAs are used to quantify and plan the required levels
of effort and resources over the life of the project. As reflected
by the dotted line in Figure 1, feedback from completed
projects should be used in an ongoing effort to improve the
accuracy and quality of the OPAs.

It should be noted that the OPA ‘library’ is a conceptual,
not necessarily a physical, entity. However, ongoing improve-
ments in organizational capability and efficiency will be
reflected by more streamlined and centralized management
of OPAs, including progressively sophisticated documenta-
tion through a process of iterative refinement.

In practice, the consistent management of OPAs is usually
one of the hardest goals to accomplish when implementing
the model-based approach. This heterogeneous body of knowl-
edge, much of which may not be in recorded form, must
gradually be captured in a manner which allows:

¢ design and implementation of an OPA collection or li-
brary, including the library structure and support envi-
ronment

e gspecification of the criteria for including items in the
library

e gspecification of the procedures for storing and retrieving
items

¢ entry and cataloging of the selected items into the library
for easy reference and retrieval

e provision of training and making the items available for
use in projects

e periodical review of the use of each item and action on the
results to maintain the library contents

e revision and change control to accommodate new items,
retire obsolete items, and update revised items

©Copyright ISPE 2003
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Figure 2. (Enhanced) waterfall model.

Selecting a Model
While business models are generally familiar to upper man-
agement, their formal extension to computerized system
design and utilization is not widely understood. The biggest
single misconception is that there is one ‘best,” ‘approved,’ or
‘cheapest-to-implement’ model, and that it is required only in
order to satisfy compliance requirements.

In fact, each model simply represents one of a family of
strategies for system planning and control. The existing
models have been formalized partly as a reaction to disorga-
nized attempts at system development which often had
unintended consequences such as late delivery, bugs, soft-
ware ill-suited to user needs, and excessive expenditure on
customization after delivery.

These models have overlapping characteristics because
they all attempt to specify a well-defined and methodical
sequence of steps for achieving the objective of creating the
‘best possible’ system within the resources available. Their
intent is to define the required inputs, resources, and outputs
at each step in the life cycle and then ensure that these are
provided for and verified at each stage during the execution
of life cycle processes.

The appropriateness of a specific model is determined by
factors including risk (in terms of both business and compli-
ance) as well as project resource constraints (such as financ-
ing, people, and technology). The most significant difference
between models is the manner in which the associated pro-
cess unfolds: rigidly sequential like a schedule with iterative
reviews of progress and assumptions, or recursively return-
ing to the drawing board on a regular basis before making the
final decision to continue with a project.
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Model Types
While a reiteration of all the available models is beyond the
scope of this article, several cases which more or less span the
range of possibilities are outlined here for illustrative pur-
poses. Other variations include, for example, evolutionary,
incremental, and rapid-prototyping models.'*-*>

The waterfall model is the basis for the V-model that is
now fairly well known in the pharmaceutical industry. In its
most basic form, it is a once-through document-driven model
in which system development “flows downhill” in phases from
requirements definition, through implementation, to final
testing and use.

While this model fits well into a management schedule, it is
often implemented in a manner which overlooks the inherent
difficulty of developing systems without in-process reviews,
risk-assessment, testing, and document revision. Complica-
tions which may arise as a result of using this model include:

a. Itis often difficult for end users to state - or even visualize
- all requirements explicitly at the start of the life cycle.

b. The process can result in the development of large quan-
tities of documentation in the early stages of a project
when it may be hard to comprehend without a point of
reference, such as a prototype or simulation. This can

reduce the effectiveness of reviews.

c. The first time the end user sees a working product may be
after it has been coded, when re-design is problematic.
This can result in products that don’t meet actual needs.

Project planning based on the waterfall model is best suited
to situations where requirements are well known and stable,
and supporting technologies are clearly understood.

In practice, organizations attempting to use this model
often fail to define and approve specifications until after a
system has evolved into its final form. This deprives the
development process of the very controls which provide value
in the basic waterfall model. As shown in Figure 2, one
solution to this problem is to use an iterative waterfall model
which makes allowances for a methodical return to an earlier
phase on the basis of newly acquired information.

The spiral model is a relatively sophisticated alternative
approach shown in Figure 3. According to its originator,
Boehm,? a typical cycle of the spiral begins with the identifi-
cation of:

¢ the objectives of the product
¢ the alternative means of implementing this portion of the
product

Determine objectives,
alternatives, constraints

Progress,
cost
94
Evaluate alternatives,
identify, resolve risks

Operational
Prototype 3 prototype
Prototype 2
Prototype 1
Requirements plan, Concept of
life cycle plan operation
yd /' system
requirements
Development e /
: plan / System
s design
,
\ : Unit test - f
, plan Requirements P p System
N validation - build
Integration ) i
., . plan Design
. e validation
. Maintenance Build
~ plan validation
Plan next Develop, verify
phases next-level product
Figure 3. The spiral model.
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¢ the constraints imposed on the application of the alterna-
tives

The alternatives are evaluated as part of risk management.
The evaluation may involve “prototyping, simulation, admin-
istering user questionnaires, analytic modelling, or combina-
tion of these and other risk-resolution techniques.”

The next step is designed to permit “a minimal effort to
specify the overall nature of the product, a plan for the next
level of prototyping, and a development of a much more
detailed prototype...” The next step also may revert to
“follow[ing] the basic waterfall approach, modified as appro-
priate to incorporate incremental development.”

Each cycle is completed by a review, with go/no-go plans
made for the next cycle. As the spiral lifecycle progresses, the
overall cost of the product is determined by the radius of the
spiral, and the progress is determined by “angular displace-
ment.”

The key idea of the spiral life cycle is to minimize risk
using methods such as building prototypes and simulations.
Explicit attempts are made to identify potential future prob-
lems, not just in initial stages of design, but also later, when
more has been learned about the problem and the design. The
approach is most useful in common situations where many
options, requirements, and constraints are unknown, and the
cost of poor decisions is likely to be significant.

Models for Vendor-Supplied Systems
A practical consideration which bedevils discussions of model-
based approaches is that of systems developed more or less
entirely by vendors or contractors. It is important to remem-
ber that:

a. The ultimate responsibility for the quality of a system lies
with the purchaser, not the supplier. The costs associated
with flaws and reengineering are also borne dispropor-
tionately by the purchaser, particularly toward the end of
a project.

b. Itispossible to structure the procurement process in favor
of suppliers with mature quality systems or to select
models which grant the purchasing organization greater
oversight privileges.

c. The life cycle does not begin with an RFQ, nor does it end
with commissioning or PQ. It is in an organization’s own
best interests to ensure that each purchased system can be
integrated into its user environment and maintained in a
controlled manner with or without further involvement of
the supplier.

For these reasons, when planning projects involving multiple
organizations, it is generally advisable to select a model
which requires judiciously determined amounts of interac-
tion between participants. Models which allow development
in a vacuum until some form of final testing may not consti-
tute a particularly effective approach.

If the purchasing organization does not have the in-house
resources to implement meaningful oversight, it is often

©Copyright ISPE 2003
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AT&T Labs Boeing Ernst and Young
General Dynamics Honeywell KPMG

Lockheed Martin Motorola Northrop Grumman
Raytheon Reuters TRW

Table B. Some partners in the development of CMM.

advisable to delegate some of those responsibilities to an
independent third party rather than to eliminate them. This
relationship may be leveraged to develop additional internal
resources.

Life Cycle Activities

In view of the fact that structured processes are necessary to
build validatable systems, it is fortunate that considerable
effort has already been invested in defining the components
of these processes and that IEEE/ANSI 1074 and ISO/IEC
12207 are dedicated to this proposition. IEEE 1074 clearly
identifies 17 required activity groups which form the basis of
such processes and organizes them into the following five
functional areas:

Project Management
Pre-Development
Development
Post-Development
Integral

oUW

By creating the infrastructure and resources to support these
activity groups (with gradually increasing sophistication, if
so indicated), an organization transforms validation into a
documentation of its own internal practices, including pru-
dent and diligent testing of the computerized systems which
it uses. Compliance with newer regulations such as 21 CFR
Part 11 becomes a simple matter of ensuring that system
requirements are defined in a compliant manner and that
defined requirements are satisfied by each product.

The aim of the life cycle approach, which is to reduce
uncertainty and risk by providing a well-defined control
architecture, can then be achieved because this methodology
actually decreases the overall complexity of the process of
creating and utilizing computerized systems.

Project Management Activity Groups
Activity groups listed in the management category reflect not
only those included in conventional deliverables, such as a
Validation Master Plan. They also require the controlled
documentation of commonly overlooked elements such as
initial assumptions, required supporting resources (includ-
ing people and procedures), and roles and responsibilities, as
well as the metrics to be used to monitor and control progress
and compliance throughout the SLC.

Initiation

In general, initiation may refer to the point in time when the
need for a system is first formally expressed, or the beginning
of a new stage in the development of a system.

MAY/JUNE 2003 PHARMACEUTICAL ENGINEERING
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Project initiation activities include:

1. selection or development of a project execution framework
(or adoption of an existing plan template, model, or SLC
framework)

2. creation of an estimate of required resources based on
available information

3. allocation of resources, including clear delineation of roles
and responsibilities

4. selection of metrics for estimating progress and compli-
ance with adopted standards

Planning
Planning activities defined by the standard are expected to
address all project requirements as well as contingencies,
including:

. evaluation of progress or deliverables
. configuration management

system transition

system installation

. preparation of documentation

. provision of training

project management strategy

. integration of subsystems

(o JEN TN RNV

Monitoring and Control
Monitoring and control activities include:

1. management of risks, including evaluation, resource real-
location, facilitation, and expediting

2. management of project scheduling and progress informa-
tion

3. identification of opportunities for continuous improve-
ment of SLC methodology

4. record retention

5. collection and analysis of supporting data

Pre-Development Activity Groups

Concept Exploration

Documentation of concept exploration is required because it
forms the basis of many subsequent activities and decisions.
While it may not be necessary in all cases to commission a
formal study to refine a concept or to generate a feasibility
report, the decision making process should not be arbitrary or
unclear. Concept exploration activities should include:

1. identification of ideas or needs

2. formulation of potential approaches

3. investigation of feasibility

4. refinement and finalization of the idea or need

System Analysis and Resource Allocation

The system analysis activity group is the bridge between
concept exploration and the definition of functional require-
ments. It maps the required workflow, business process, or
operation to automated, mechanical, and procedural compo-
nents (i.e. software, hardware, and people). Systems acquired

PHARMACEUTICAL ENGINEERING MAY/JUNE 2003

without adequate analysis of the resources needed to main-
tain and integrate them into their working environment, or
to modify the business process that they automate, fre-
quently lead to costly implementation problems later in the
life cycle. System analysis activities include:

1. analysis of system requirements

2. development of a system architecture

3. decomposition of system requirements (into components
definable in terms of explicit functional requirements)

Importation of Pre-Existing Components

In certain cases, some or all new system requirements may

best be satisfied by reusing or acquiring an existing system

(or vendor-provided component). In these cases, definition of

the manner in which an imported component is to be utilized

and managed still requires the use of the life cycle approach,

but some design activities may be substituted by importation

activities. These include:

. identification of imported system requirements
. evaluation of system import sources

. definition of system import method

. system import

AW N

Development Activity Groups
Requirements
This group includes those activities that are directed toward
the development of component requirements. Requirements
activities defined by the standard are:

1. definition and development of component functional re-
quirements

2. definition of interface requirements

3. prioritization and integration of component requirements

Design

The objective of the Design activity group is to develop a
coherent, well-organized representation of systems that meet
their requirements. At the architectural design level, the
focus is on the components that comprise the system, and the
interfacing of those components. At the detailed design level,
the emphasis is on the internal structure and algorithms for
each system component. Design activities include:

. architecture design
. database design

. interface design

. detailed design

AW N

Implementation

The Implementation activity group creates a realization of a
system from its requirements (subject to controls included in
the Integral activity groups). Implementation activities in-
clude:

1. creation of executable code or fabrication of hardware
2. creation of operating documentation

©Copyright ISPE 2003
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Figure 4. CMM report respondents by sector.

3. system integration

Post-Development Activity Groups
Installation
Installation activities involve the transportation of a system
from its development environment, installation, and check-
out in the target environment(s). The standard activities
include:

1. system distribution or shipment
2. system installation
3. acceptance of system in operational environment

Operation and Support

The Operation and Support activity group supports orga-
nized utilization of a system. It may trigger maintenance

©Copyright ISPE 2003

activities (viarelated monitoring and control activities) butis
itself intended to include only:

1. system operation (in a controlled manner)
2. provision of technical assistance and consulting
3. maintaining a support request history

Maintenance

The Maintenance activity group includes preventive and
corrective activities, as well as enhancements (including
iterations of development according to life cycle processes).
Maintenance activities include:

1. identification of system improvement needs

2. implementing a problem reporting method
3. reapplication of system life cycle methodology
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Retirement

Retirement consists of the actual removal and archiving of a
system from regular usage. It could be spread over a period of
time and take the form of a phased removal, or it could be the
simple removal of the entire system. Retirement activities
include:

1. user notification
2. parallel operation
3. system retirement

Integral Activity Groups
These groups include activities which are necessary for the
successful completion of projects and the quality of comput-
erized systems but which are not normally limited to one
particular phase of project execution.

Evaluation

Evaluation activities are designed to uncover defects in a
system or the processes that are used to develop the system.
They include:

1. execution of reviews

2. creation of traceability matrices
3. execution of audits

4. development of test procedures

5. creation of test data and resources
6. execution of tests
7. reporting of evaluation results

Configuration Management

Configuration Management activities are required to track
and control the evolution of computerized system compo-
nents and products, both during the initial stages of develop-
ment and during all stages of maintenance. They include:

1. development of identification conventions
2. implementation of configuration control
3. performance of status accounting and reviews

Documentation

Documentation activities are required to plan, design, imple-
ment, edit, produce, distribute, and maintain those docu-
ments that are needed to support system development and
usage.

Documentation includes product-oriented materials (user
manuals, SOPs) and procedure-oriented materials (stan-
dards, conventions) for internal and external users. Ex-
amples of internal users include those who plan, design,
implement, or test systems. External users include those who
install, operate, apply, or maintain the system.
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Figure 5. Historical development of maturity profiles.
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Documentation activities must provide timely system
documentation to those who need it, when they need it. These
needs determine the number of documents required, as well
as the phases of the life cycle during which they should be
developed. They include:

1. preparation of documentation
2. production and distribution of documentation

Training

The development of quality systems is dependent upon knowl-
edgeable and skilled people. These include managers, system
developers, the user community, and operations and mainte-
nance staff. It is essential that the planning of training
requirements is completed early enough in the life cycle to
ensure that personnel can be prepared to apply the required
expertise. Training activities include:

1. development of training materials
2. validation of the training program
3. implementation of the training program

Capability Maturity
While it is easy to argue that better organization of work
processes is beneficial, it seems harder to justify and fund
potentially costly and disruptive organizational change when
its chiefcontribution is measured in terms of problems that do
not occur. It is also not immediately clear how long the effort
may take, or how quickly the benefits may be observed.

In fact, strategies for improving system engineering pro-
cesses - irrespective of the life cycle model chosen - have been
widely studied and documented. Results from one popular
approach are provided here because they provide an uncom-
monly lucid and intuitive introduction to the objectives,
mechanics, and benefits of process optimization.

Developed by the Software Engineering Institute (SEI) at
Carnegie Mellon University, and sponsored in part by the
Department of Defense, the Capability Maturity Model (CMM)
family of strategies investigates the premise that the risk of
project failure and cost overruns decreases with increasing
organizational maturity. It attempts to quantify the benefits of
working from the assumption that system or software develop-
ment techniques are not the problem, their management is,
and that improved management leads to improved techniques.

The CMM approach recognizes that, in the majority of
organizations, there is room for gradual improvement in the
‘maturity’ with which the systems engineering process is
managed or controlled. In order to develop benchmarks,
CMM defines five levels of “maturity” designed to induce and
assess change incrementally; these are described in Table A.

A thorough discussion of CMM goals and techniques is
available from the SEI Web site (sei.cmu.edu) which also
provides access to the results of a series of ongoing assess-
ment studies dating back to the mid-1980s; some essential
aspects of this research are reproduced here.

The partners in this research and the subjects of the
associated studies are a mix of suppliers to the US govern-
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ment as well as government, independent, and foreign orga-
nizations seeking to improve quality and performance and to
receive recognition for their efforts. As shown in Figure 4,
although the participantshaveincluded representatives from
a wide range of businesses, pharmaceutical sector participa-
tion is not yet significant. Some major participants are shown
in Table B.

Participants and Benefits
CMM data has been collected through two primary mecha-
nisms, CMM® Based Appraisals for Internal Process Im-
provement (CBA IPIs) and Software Process Assessments
(SPAs). The most recent report is based on data from 1756
organizations and 2325 CBA IPIs and SPAs returned to SEI
up to July 2002.

As shown in Figure 5, participants have demonstrated
consistent movement toward higher maturity levels by imple-
menting model based frameworks. The commitment to the
CMM approach has been sustained both by profitability
(reported at the SEI Web site) and by increasing reliance on
certification in qualifying for government contracts.

Among the most significant results of this research for the
pharmaceutical industry is a quantification of the expecta-
tions. For organizations that began their CMM-based SPI
effort in 1992 or later, the median time to move between
maturity levels was:

Level 1 to 2 - 23 months
Level 2 to 3 - 22 months
Level 3 to 4 - 28 months
Level 4 to 5 - 17 months

This suggests that the implementation of structured pro-
cesses must be treated as an evolutionary process in itself —
there is no quick fix. While an external organization can
provide guidance and support, it is in the interests of every
business to adopt the necessary practices as an integral part
of its own activities.

While the value of a structured approach has been conclu-
sively demonstrated (in terms of defect prevention, failure
statistics, productivity, and profitability, for instance), anec-
dotal evidence also suggests that the following factors may
obscure its benefits:

¢ inadequate preparation

e unrealistic expectations

¢ undue haste

¢ use of a ‘canned’ one-size-fits-all strategy

When these potential problems are addressed early, the
structured approach leads to well-integrated processes which
consistently deliver high-quality validatable systems.

Conclusions
The systems engineering approach defined in existing stan-
dards provides a complete and consistent basis for creating
the necessary framework to maximize the benefits of compli-
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ance and quality assurance efforts. It ensures not only that
“the system gets built right” but also that “the right system
gets built.”

Even though improvements in the quality of software-
based systems have been driven primarily by developments
inindustries with a more visible risk profile than pharmaceu-
ticals - including defense, aerospace, banking and finance - a
general consensus has developed that system quality in any
industry can only be assured by implementing a framework
and processes to support that objective. [Readers wishing to
view case studies and reports can find extensive reading lists
related to this and related industry trends at the Web sites of
the Software Productivity Consortium and the Software
Engineering Institute! 2°].

More importantly for the pharmaceutical industry, there
alsois a developing consensus that the associated investment
is both necessary and worthwhile. The only barrier to full
participation in the benefits of an improved systems engi-
neering approach is a commitment to the process, followed by
the selection of a pragmatic implementation strategy based
on the capabilities of an organization and the nature of the
systems it depends on.
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automated systems.

©Copyright ISPE 2003

Risk Assessment

Reprinted from

PHARMACEUTICAL ENGINEERING-

The Official Journal of ISPE
May/June 2003, Vol. 23 No. 3

Risk Assessment for Use of

Automated Systems

Supporting

Manufacturing Processes

Part 1 - Functional Risk

by the ISPE GAMP Forum

he FDA recently announced a signifi-
cant new initiative to enhance US regu-
lation of pharmaceutical manufactur-
ing and product quality.? The initia-
tive is based on the FDA’s current Good Manu-
facturing Practice (cGMP) program and covers
veterinary and human drugs, including human
biological drug products, such as vaccines. The
aim is to enhance the established ‘quality sys-
tems’ approach with risk management. Other

regulatory authorities have already embraced
science-based risk management as a key oper-
ating principle.?* With this in mind, this article
endeavors to develop a common understanding
of the relative risks posed by different types of
automated system used to support manufac-
turing processes. An underlying assumption is
that the rigor of validation for an automated
system should be commensurate to risk. The
significance of any compliance deficiency then

EDMS, Annual Product Review Systems, Customer Complaints

Laboratory

Systems

BMS, Inventory Process Labeling, Laboratory
HVAC Management Instruments Packaging Instruments,
Autoclaves Dispensary and Control Systems, CDS, LIMS,
Water for Systems Systems, Artwork Certificate
Injection MRP 11 Electronic of Analysis,
Distribution Batch Auditing,
Systems Records Electronic
MRP 11 Notebooks

MAY/JUNE 2003 PHARMACEUTICAL ENGINEERING



Risk Assessment

Operational
__ Aspect

Relative
Risk Assessment

Note: This process will be

Identification of
Electronic Records discussed further in part 2 of

and Signatures this paper.

Figure 2. Risk assessment process.

needs to take account of the use of that system in supporting
a manufacturing process.
This analysis of relative risks is split into two parts:

e The first part concentrates on functional risks associated
with different classes of software solution.

e The second part, to be published later this year, will
address therelative risks associated with electronicrecords.

This article illustrates the risk analysis guidance discussed
in GAMP 4.° By applying GAMP’s risk analysis method to
three generic classes of software systems, this article acts as
both an introduction to the method and an illustration of its
use.

Use of Automated Systems
Automated systems are widely used in support of pharma-
ceutical manufacturing. A workflow analysis of the manufac-
turing process (based on the FDA’s Systems Approach to
inspection®) identifies six main operational aspects where
computer systems are used:

¢ Quality Systems - dealing with roles and procedural con-
trols

¢ Facilities and Equipment Systems - dealing with the
physical environment used in the production of drug
products

e Materials Systems - dealing with drug product compo-
nents, inventory control processes, and drug storage

¢ Production Systems - dealing with manufacturing con-
trols

¢ Packaging and Labeling Systems - dealing with packaging
and labeling

e Laboratory Systems - dealing with analytical testing

Figure 1illustrates where various automated systems might
be used. It is important to appreciate that some automated
systems support multiple aspects of the manufacturing pro-
cess such as MRP II systems, while other automated systems
are dedicated to specific aspects of the process such as HPLC
systems.

Risk Assessment Process
1. The first step of the risk assessment process used here
uses the six operational aspects of the manufacturing
process to identify the functional criticality of an auto-
mated system.

PHARMACEUTICAL ENGINEERING MAY/JUNE 2003

2. The second step is an analysis of the automated system’s
vulnerability to deficient operation.

3. The third step is the determination of a validation strat-
egy. Differing levels of system vulnerability require differ-
ent levels of rigor of validation activity.

Equally, validation must address any electronic record/sig-
nature requirements. The three-step risk assessment pro-
cess is illustrated in Figure 2.

Functional Criticality

Determining which operational aspects of the manufacturing
process that are most critical requires an understanding of
the potential impact that these aspects have on drug product
safety, quality, and efficacy. The Canadian Health Products
and Food Branch Inspectorate have already identified a
number of high risk issues that are likely to result in non-
compliant drug product and present an immediate or latent
public health risk.* These high-risk issues are applied here to
automated systems and aligned to the six operational areas
identified previously.

Quality Systems

¢ Document Management

¢ SOP Administration

e Security Access Controls (e.g., User Profiles and Password
Management)

e Change Control Records

¢ Customer Complaints

¢ Adverse Event Reporting

e Review/Audit/Corrective Actions Management

¢ Training Records

Facilities and Equipment Systems

e HVAC Controls and Alarm Handling

e (Critical Equipment and Instrumentation (Calibration and
Maintenance)

e Change Control Records

e Validation Records

Likelihood

Med

5 High
(u]
[= ]
= £ 2
g‘ Med *g‘ E
=
»
Low

h GAMP Risk Level 1 System

GAMP Risk Level 2 System
GAMP Risk Level 3 System

Figure 3. GAMP risk classifications.
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Figure 4. Relative system vulnerabilities.

Materials Systems

e Traceability of Material Handling

e Raw Material Inspection/Testing/Status Management
e Storage conditions

¢ Containers Usage and Cleaning Management

¢ Distribution Records and Recall Management

Production Systems

¢ Recipe/Formulation Management

e Batch Manufacturing Instruction and Records
¢ In-Process Testing

¢ Yield Calculation

e Purified Water

e Aseptic Filling

Packaging and Labeling Systems

e Labeling Information

Laboratory Systems

e QC Raw Data

e Stability Testing

e Sterility Testing

¢ QC Analytical Results

¢ Quality Disposition

¢ QOut of Specification Investigations

The rigor of validation for automated systems supporting
these critical operational aspects of the manufacturing pro-
cess should take account of their composite custom (bespoke)
software, commercial Off-The-Shelf (COTS) software, and
supporting computer network infrastructure.

System Vulnerability

GAMP’s Risk Assessment methodology® is used here to ana-
lyze the relative vulnerabilities of three typical classes of
software system:

e Custom Software refers to a software solution that has

been specifically developed for application within a phar-
maceutical manufacturing set of requirements (see
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GAMP 4 glossary of terms). It reflects GAMP Software
Category 5 - ‘Custom (bespoke) Software’ or the applica-
tion specific configuration code of a GAMP Software Cat-
egory 4 - ‘Configurable Software Packages’ system.

e Commercial Off-The-Shelf Software (COTS) refers to ex-
isting (i.e., not developed specifically for an application)
standard software products used across many applica-
tions within the pharmaceutical operations and poten-
tially other industries. It reflects GAMP Software Cat-
egory 3 - ‘Standard Software Packages’ or GAMP Software
Category 1 - ‘Operating Systems’ or the standard product
component of a GAMP Software Category 4 - ‘Configurable
Software Packages’ system.

e Infrastructure refers to the typical infrastructure consist-
ing of physical network components, switches, hubs, rout-
ers, servers, firewalls, network operating systems, and
their configuration.

Initially, the three classes of automated system are analyzed,
based on how significant a threat arising from the system
might be, both in terms of system function, and system data
- Figure 3. With all three classes of system, the severity of
impact that may arise from the system will depend on its
application (i.e., number of critical operational aspects of the
manufacturing process the system supports, what breadth of
business operations it impacts, and to what extent the system
might fail). Each class of system may therefore represent a
threat with low, medium, or high severity. However, the
likelihood of failure will vary with class of system.

Custom Software

These systems have been developed specifically for this
application. This application will, therefore, be the first use
of the software so it will not have been proven through an
installed base. This class of system will, therefore, tend to
present a relatively high Likelihood of failure. Applying a
high Likelihood to the GAMP Risk Classification grid there-
fore classifies Custom Software as predominantly a Level 1 or
Level 2 risk.

COTS

These systems typically have an existing significant installed
base. The software will, therefore, be in part proven by
previous validation exercises and by use. However, the like-
lihood of failure is not insignificant, as these are often highly
complex systems that are highly configurable so that parts of
the code might be unproven. This class of system will, there-
fore, tend to present a medium Likelihood of failure. Applying
amedium Likelihood classifies COTS as a Level 1, Level 2, or
Level 3 risk.

Infrastructure

The infrastructure is typically built from industry standard
network components. These components are proven across
all industries as highly robust and also self-correcting (e.g.,

MAY/JUNE 2003 PHARMACEUTICAL ENGINEERING

3



Risk Assessment

4

Likelihood

Low Med High

WAN @

©
o
E
S Med
=
]
>
[t}
@ Low

Key:
_ GAMP Risk Level 1 System

GAMP Risk Level 2 System
GAMP Risk Level 3 System

Probability of Detection

Level 1

Level 2

GAMP Risk

Level 3

Key:
_ High Vulnerability Systems

Medium Vulnerability Systems
Low Vulnerability Systems

Figure 5. lllustrative systems' vulnerabilities.

TCP/IP protocol). Component failure can often be tolerated
without significant impact on infrastructure function or per-
formance. This class of system will, therefore, tend to present
a relatively low Likelihood of failure. Applying a low Likeli-
hood classifies Infrastructure as a Level 2, or predominantly,
a Level 3 risk.

The relative vulnerability of a system is then deduced by
comparing the system’s risk classification (Level 1, 2, or 3)
with the probability of detecting failure arising from the
system - Figure 4. The Probability of Detection of failures
arising from a system depends on a number of factors, such
as:

e error detection function built-into the software function
itself

e use of separate and independent systems to duplicate
certain functions (redundancy) or monitor the output of
the system and report deviations

¢ use of manual inspections or testing to monitor the correct
behavior of the system

Clearly, these last two items will depend on the application,
rather than the class of software. However, these different
classes of software do tend to have different levels of error
detection capabilities:

Custom Software

Error detection is often fairly complex and expensive to
develop. It is, therefore, relatively unlikely that a Custom
Software solution will have good error detection support.
These systems will, therefore, tend to have low or medium
Probability of Detection, yielding a system with a predomi-
nantly high vulnerability.
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CcoTS

As COTS have a larger installed base; and therefore, a larger
development budget than a Custom Software solution, the
probability of a COTS product featuring some form of error
detection mechanism is higher than with Custom Software.
These systems will tend to have a mainly medium Probability
of Detection, yielding a high, medium, or low system vulner-
ability.

Infrastructure

Most standard network components now have some form of
error detection mechanism (e.g., - collision detection at the
ethernet level, datagram checksums on TCP/IP). While the
correct function of an infrastructure will be largely undetect-
able to human eyes, these built-in detection mechanisms
make it extremely unlikely that an error will be propagated
by the infrastructure without detection by the infrastructure
itself. In the event of significant infrastructure failure, the
applications that employ the infrastructure typically will
either report the fault or completely fail, i.e., crash so the
failure cannot go undetected. This yields a low system vulner-
ability.

Rigor of Validation

Broadly, the three classes of software system from Infrastruc-
tures to Custom Software represent increasing vulnerability
for public health from drug safety, quality, and efficacy. With
increasing vulnerability goes the demand for greater rigor in
system validation. Table A lists these classes of risk with
suggestions of appropriate levels of compliance activity re-
quired to validate that system.

lllustrative Examples
As an illustration, the severity of risk (GAMP Risk Analysis
Method step 1) is considered for three typical systems that
between them include aspects of each of the classes of soft-
ware system discussed above.
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Distributed Control System (DCS)

While almost certainly based around a proven software DCS
product or suite of products, the engineering of DCS installa-
tion that controls batch manufacture of a pharmaceutical
API is dominated by the application specific configuration
and coding. This ‘control application’ within the DCS will,
therefore, fit into the category of Custom Application.

Laboratory Information System (LIMS)

There are now well-established LIMS products on the market
that provide the full breadth of function required for informa-
tion management in most GMP laboratories. As a large part

Risk Assessment

of a typical installation’s required functionality is met by
standard function, a LIMS can usually be considered as a
GAMP Category 4 solution, i.e., a composite of COTS and
application specific configuration.

Company Wide Area Network (WAN)

Almost all multisite organizations have some form of WAN.
WANSs are clearly infrastructure systems, and may include
standard hardware and software components such as domain
servers, bridges, routers, and firewalls.

Vulnerability|
Validation Rigor

Class of System

Emphasis of User Validation Activities

Plan/Report

Design Phases

Qualification Phases

® Development SOPs

significant deficiencies
®  Project Audit(s)

Periodic Review

High
[ ]

e Change Control

Custom Software Application

e Validation Plan and Report

e Supplier Audit with closure on

URS (business and regulatory
needs)

FS (full functionality of the
system)

Design down to the level of
module specifications

Design Review process

Source Code Review (general
coding practices and detailed
walk-through of highest risk
code)

Traceability Matrix
(comprehensive)

Detailed risk assessment
against the operational aspects
of the manufacturing process
identified in this article

Comprehensive positive
functional testing (it does what
it should do)

Risk-focused negative
functional testing (it does not
do what it should not do where
the risk assessment identified
vulnerability)

o Validation Plan and Report

URS (business and regulatory

High level risk assessment

5 needs) against the operational aspects
(=]
b= * Development SOPs FS (fullfunctionality for of the manufacturing process
= i o] o dl . identified in this article
s *  Supplier Audit with application specific require-
- = compensating actions for ments, points to standard Positive functional testing of
2 5 significant deficiencies product documentation for the defined user operation for
S 2 E o Periodic Review standard functions) this specific application (it
= 5 = . L does what it should do)
< <= 2 e Change Control Design documents application
(%) = - : . .
— @ configuration aspects only Risk-focused negative
8 = S functional testing (it does not
g ESIHINEVIEVIITIOCESS do what it should not do where
§ Traceability Matrix (user the risk assessment identified
s documents to standard product vulnerability)
= documents).
o
E
s e SLA Network topology diagram High level risk assessment
= . . o against the operational aspects
= ® Quality and Compliance Plan Network definition (list of o?the manufgcturing proczss
2 supportsd applications, identified in this article
% * Work SOPs network performance and
e o Periodic Review security requirements only) Risk-focused functional testing
@ £ . . . (e.g., security controls, data
2 e Change Control Design (network configuration) integrity, backup and recovery)
s =
2 ]
E

Table A. Summary of vulnerabilities and required validation rigor.
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Risk Area

High Risk Issues

Illustrative DCS

Illustrative LIMS Illustrative WAN

Quality Systems

 Security Access Control

Facility and Equipment Systems

Materials Systems

® Raw Materials Testing and
Status Management

Production Systems © Recipe Formulation and Management

® Batch Manufacturing

® |n-process testing

Packaging and Labeling Systems

Laboratory Systems

® (C raw data
® (0C Analytical results

Table B. lllustrative high risk functions for the illustrative systems.

Step 1 - Severity of Risk

The precise role and related risks of DCS, LIMS, and WAN
installations will vary from installation to installation. For
the purpose of this illustration, Table B suggests some typical
functions that each system may provide and can be identified
as high-risk issues.

Table B shows that all three of our example systems
include high-risk function, and should therefore, be consid-
ered high-risk systems. However, this table also helps clarify
the severity of the risks relative to each other. LIMS, impact-
ing five different high-risk issues across three of the FDA’s
inspection systems clearly represents the most severe poten-
tial risk to public health.

Steps 2 and 3 - Overall Vulnerability

Assuming that the arguments around the Likelihood and
Probability of detection discussed for Custom Software, COTS,
and Infrastructure discussed above stand for these three
illustrative systems, then application of GAMP’s Risk Analy-
sis method steps 2 and 3 will yield relative vulnerabilities as
depicted in Figure 5.

The combined steps 1, 2, and 3 of GAMP’s functional risk
analysis method indicates that both the DCS and the LIMS
are high vulnerability systems, and therefore, should be
subjected to the full validation rigor proposed in Table A. On
the other hand, WAN is a relatively low vulnerability system,
and need therefore, only be subjected to validation rigor
commensurate with its vulnerability.

Conclusion
This article has applied a functional risk assessment method
to the use of automated systems supporting manufacturing
processes. It has been shown that functional risk assessment
provides a mechanism for assessing and ranking the risks
arising from computerized systems. By linking degree of rigor
of validation to the overall vulnerability of a system, a process
for developing risk-appropriate validation strategies has
been demonstrated. High-risk operational aspects of the
manufacturing process relative to the use of automated
systems have been identified based on previous work by
regulatory authorities. The relative risk posed by custom
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applications, COTS applications and infrastructure also has
been analyzed to show the lower vulnerability of infrastruc-
ture to erroneous operation impacting drug product quality,
efficacy, and safety.

Care must be taken when applying the general risk
assessment presented in this article to individual automated
systems. It is acknowledged that each system is different.
Nevertheless, the general approach is well founded and
should help pharmaceutical manufacturers and regulatory
authorities alike appreciate the relative rigor of validation
appropriate to specific automated systems.

A second part to the article considering the relative risks
of electronic records will be published later this year.
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Ulrich Rudow started his
career with Philip Morris in
Switzerland and Canada as an
engineer and later as produc-
tion and packaging supervisor.
In 1971, he joined Schering-
Plough in Montreal as man-
ager of engineering and moved
on to become plant manager, director, manag-
ing director, and vice president of operations
and engineering. This career path led to Portu-
gal, Brazil, Ireland, and finally, the US. In
1996, Rudow joined Johnson & Johnson as Vice
President, Worldwide Engineering, where he
is now responsible for project management,
engineering and design, strategic planning,
energy and fire policy management, real es-
tate, and the newly initiated engineering lead-
ership development program. These groups
serve the global needs of all of the Johnson &
Johnson companies worldwide. Rudow has a
BS in mechanical engineering from the Engi-
neering College, Hamburg and an MBA from
McGill University in Canada. He also attended
Harvard and MIT for executive programs.
Johnson & Johnson, with approximately
108,300 employees, is the world’s most compre-
hensive and broadly based manufacturer of
healthcare products, as well as a provider of
related services for the consumer, pharmaceu-
tical, and medical devices and diagnostics mar-
kets. Johnson & Johnson has 198 operating
companies in 54 countries around the world,
selling products in more than 175 countries.

Tell us about yourself and your responsi-
bilities at J&dJ.

I now have been with Johnson & Johnson
for more than six wonderful years. I am
responsible for Worldwide Engineering and
Real Estate (WWERE). We get involved with

projects more than $3 million and handle all
real estate transactions. Right now, we are
working on projects with a value of $1.9 billion
plus and real estate transactions in 2003 that
will exceed $350 million. In addition to our US
office, we now have engineering offices in Puerto
Rico, California, Shanghai for Asia Pacific, and
Belgium for Europe.

WWERE is also responsible for J&J’s fire and
energy policy, and we have started a new pro-
gram for high-caliber engineering graduates with
great potential—the Engineering Leadership
Development Program (ELDP). In the past, our
companies hired independent of each other and
only for their specific operating company. We
now hire for J&J, rotate these young engineers
through several of our companies, train them
together several weeks each year, and assign a
coach for everyone. This makes us much more
attractive to high potential engineers. We try to
do more than the traditional work of engineers;
we want to do our part in promoting excellence
in engineering and encourage more engineers to
become future leaders. After all, we are a tech-
nology company.

You serve on a committee that talks regu-

larly with the FDA about fostering better
cooperation with the pharmaceutical industry.
Could you tell us more about that?

The committee you are talking about is
really a consortium, and I happen to be the
Chairman of the Consortium for the Advance-
ment of Manufacturing in Pharmaceuticals
(CAMP). It is a group of seven companies that
work with academia (at this point MIT and
Purdue) to bring new technologies into manu-
facturing.
We talk regularly to the FDA because
changes we see in our industry must have FDA
approval, but more importantly, they like what
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we are doing and trying to achieve. Process Analytical Tech-
nology (PAT), for example, is now very much on FDA’s
agenda. While the group started out focused on improving
manufacturing, we now have substantial involvement by our
regulatory managements and R&D. Better products start
with R&D!

PAT has not only a potentially great impact on reduced
time-to-market and product costs, it will give us a far superior
knowledge about our processes on a continuous basis. This is
what I call a win-win situation.

The pharmaceutical industry is under pres-

sure to innovate its manufacturing operations. Some are
saying that we continue to make drugs the same way we did
for the past 25 years. Is manufacturing innovation addressed
at J&J?

Yes, I agree. That is one reason for CAMP. We are a very

regulated industry and that has led to sometimes not
being innovative in the way we manufacture. Change, even
for the better, always raises many eyebrows. Working with
the FDA will make progress much more efficient; they under-
stand that they are part of the solution to better and more
efficient ways to make drugs.

We hear alot about the FDA and compliance, but

not much is being said in the pharmaceutical industry
about streamlining the drug manufacturing operations. To
what extent does J&dJ use “lean-manufacturing” and “six-
sigma” methods to reduce manufacturing costs?

J&J employs what we call “Process Excellence.” It does

encompass six sigma and lean manufacturing; however,
we do not limit the application to manufacturing only. The
entire corporation, down to the smallest unit has green-belt
or black-belt projects, a dashboard, and documented key
business processes. I think that with all the mergers, consoli-
dations, and supply chain management, it is easy to forget
that our customers see only a tablet, vial, or other product.
The big picture is important, but we cannot forget that we
make small medications one by one. Even the smallest
improvements are important to us and that is why our
strategy is to use “Process Excellence” at every level.

Today’s popular prescription drugs were developed

through traditional biochemistry and are enzyme-based.
Opportunities to develop new breakthrough drugs through
this route have pretty much been exhausted, while signifi-
cant new drugs based on the human genome are believed to
be seven to 10 years away. What is J&J doing to address this
challenge?

I am not in a position to predict what is going to happen

in the next seven to 10 years, but the biotech industry is
growing at an accelerated rate right now. What I do know,
however, is that meeting the demand for R&D facilities and
manufacturing capacity presents areal challenge. We have to
make huge capital investments without any payback for five
to six years. Do we know what regulations will be in place six
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years from now? Is new technology just around the corner;
can we predict sales six years hence? We are not used to this
kind of risk.

These days, any hint of corporate malfeasance or wrong

doing by a corporation, and its stock is punished severely
by jittery investors on Wall Street. What is J&J doing to
continue its excellent standing in the industry?

Every employee at J&J knows the Credo and is expected

to live by it. We continuously emphasize the importance
of ethical behavior. It takes proactive management to protect
a good reputation. As you know, we are decentralized, which
seems to make consistent ethical behavior more difficult. I
think that our employees are very proud of our reputation and
go the extra length to keep it that way.

With J&J’s numerous businesses competing for their

share of capital, how do you decide which area of the world
to produce a product, which campus receives what capital,
which project to fund?

A key goal at J&J is Capital Efficient Profitable Growth.

We don’t want to grow at any price so we are very prudent
with our expenditures. We do put limits on our capital
spending and projects have to make their case, but it is not
only ROI that counts. We do not compromise on safety. We
also make sure we meet all regulatory requirements. These
investments might not look like a good payback, but I beg to
differ. These are investments that give us the right to do
business; they are inherently efficient.

Recently, the world has become a dangerous place. Do you

give your managers who serve on international assign-
ments any tips regarding their personal safety while travel-
ing on business to one of the world hot spots?

We have a travel advisory for every place in the world

highlighting precautions and dangers. We travel a fair
amount of time, but if an employee does not feel comfortable
traveling to a specific place, I will accommodate him/her.

As an organization with 198 operating companies in 54

countries and capital projects throughout the world, how
much does your group get involved with and how is your staff
organized to handle the work?

We get involved in all projects more than $3 million

(unless it is just equipment). If it is a small project and
engineeringis on site, we act as consultants. On large projects,
we actively manage with our clients. Since we are a relatively
small group working on many projects, we rely heavily on our
systems and best practices, and by no means in small mea-
sure on A&E firms and constructors.

J&dJ has successfully implemented and maintained Stra-

tegic Alliance relationships with designers, construction
managers, equipment suppliers and other key vendors asso-
ciated with your capital projects. What has been the key to
J&J’s success?
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Because we are a small group, we can’t afford to start

anew with every project. We must work with teams that
know us, our processes, and expectations. Our project deliv-
ery process is well defined, accessible to all our partners on
our Web site. We also manage the projects with
PrimeContract® (a Web system developed by Primavera Sys-
tems, Inc). Part of our success is that our partners know what
to expect from us. We treat everybody fairly and we just don’t
have any major issues with any of our projects.

I believe designers, CMs, and contractors know very well
how differently all pharmaceutical companies operate and
they will adjust accordingly. Some companies use designers
like “body shops.” They only look at the hourly rate and they
employ an army of engineers to check and verify the hours
spent. We believe that we get better results if we build in a fun
factor for everybody—fun to be creative, fun to do an out-
standing job, and fun to be trusted as the expert. In the end,
we get better value, including lower overall costs.

You and many of your direct reports have been involved
with ISPE for quite a long time. What can ISPE do to
become a better resource to J&J?

I think ISPE has done a great job working with
the FDA developing industry documents. There is cred-
ibility and trust between the two organizations. The training
sessions also are very important. Nothing is more valuable
than sharing information. I would just like to caution that we
should be careful not to be seen as a lobbying group in any
way.
ISPE has become so successful there will soon be no
conference center large enough for the annual meetings.@
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FDA's new draft
guidance lowers
some of the
significant
hurdles that
industry has
been struggling
with since Part
11's inception
in 1997.
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Guidance - What Does It Mean to

Industry?

by Arthur D. Perez, PhD

Introduction

ince the introduction of21 CFR Part 11

to the regulatory landscape in 1997,

the life science industries have

struggled with questions of how to in-
terpret and implement the requirements of the
regulation. Several factors contributed to the
lethargy with which industry seemed to em-
brace the regulation. Not the least of these was
the need to address the far more pressing
concerns associated with fixing the millen-
nium bug. For the first two years the rule was
in effect, virtually the same resources that
would be needed to address Part 11 were to-
tally committed to Y2K remediation. Also a
factor was the FDA’s apparent lack of under-
standing of the complexity and cost associated
with remediating legacy software to achieve
compliance with Part 11. In point of fact, such
remediations are significantly more difficult
and costly than typical Y2K fixes were, upon
which the industry was already spending mil-
lions. A final piece that didn’t fit into the puzzle
was the fact that most life science companies
had quite logically been moving for several
years away from designing and implementing
their own software, and few software suppliers
had compliant software solutions. To the
Agency’s credit, they were slow to enforce Part
11 as long as there were not significant other
reasons to question the integrity of a firm’s
electronic records. Many of the warning letters
issued during the first five years of the
regulation’s existence related to problems that
could have been cited in relation to validation
requirements associated with predicate rules,
pertaining to concerns like inadequate secu-
rity, loss of data due to ineffective or non-
existent system management procedures,! etc.

Still, the pharmaceutical industry worried
about large expenses that were planned for
Part 11-driven remediations that offered little
or no business benefits beyond compliance with
the regulation. Further, considerations around
expectation for management of electronic
records, especially archives, promised to be-
come much costlier as the records aged. Firms
struggled with questions ofhow to keep arecord
processible without retaining obsolete hard-
ware and software.

Companies also found themselves making
decisions not to implement new technologies
with clear business benefit because the per-
ceived complexities and expense of Part 11
compliance seemed to outweigh the benefits.
The Agency found this trend especially disturb-
ing in regard to Process Analytical Technology
(PAT), which it sees as a major avenue for
improvement of process control.?

The paradigm shift undertaken by FDA in
the new initiative “cGMPs for the 21 Century,”
in which a shift to a risk/science driven ap-
proach to enforcing the Food, Drug, and Cos-
metic Act was embraced,® seemed an appropri-
ate place to reconsider Part 11. Accordingly,
when asked by ISPE how they could help with
the new initiative, Dr. Janet Woodcock, Direc-
tor of the Center for Drug Evaluation and
Research, suggested that some ideas on how to
make Part 11 more risk and science-based
would be appreciated. Within a month, a White
Paper was produced by GAMP (ISPE’s techni-
cal committee that deals most intimately with
computer systems compliance). This document
was so well received by the Agency that many
of'its proposals were adopted in the new Part 11
Draft Guidance issued two months later.

MAY/JUNE 2003 PHARMACEUTICAL ENGINEERING

1



FDA's Draft Guidance - Update

2

Old Guidance Withdrawn,
Old Standards Suspended
With the issuance of the draft guidance, FDA announced they
are “embarking on a re-examination of Part 11 as it applies
to all FDA regulated products.” While they may revise the
regulation, that process can be expected to take a very long
time. Much of the current interpretation of the regulation
comes from the Agency-issued guidance documents. The FDA
therefore formally withdrew all existing guidance documents,
including the Compliance Policy Guide referenced by inves-
tigators. However, in addition, Part 11 has been especially
susceptible to “regulation by podium,” wherein a variety of
pundits, including Agency personnel, exercise a large influ-
ence through conference presentations or in responses to
questions at such conferences and seminars or by e-mail. In
a general information vacuum, many firms tend to take such
statements and opinions more heavily into account than FDA
leadership would like when developing their corporate strat-
egies. As a result, the guidance document includes an
acknowledgement that “some statements by Agency staff
may have been misunderstood as statements of official Agency
policy.” Finally, FDA announced the intent “to exercise
enforcement discretion with respect to certain Part 11 re-
quirements,” implying that if there were a combination of
low risk and other adequate measures to protect data integ-
rity, the Agency does not intend to hold firms to the ultimate
letter of the law.

However, individuals must not make the mistake of as-
suming that Part 11 is dead. To the contrary, the regulation
still stands, and despite the narrowing of scope (see below) it
still covers a large proportion of the records managed elec-
tronically by life science companies. If an FDA investigator
feels that data integrity within a particular GxP-relevant
computer system is compromised, Part 11 is still there to back
up his observations and possible regulatory action. It is
important to realize that “enforcement discretion” means
just that: Agency personnel will exercise their judgment in
deciding where and how to proceed.

Interpretation of the Guidance -

Narrowing the Scope of Part 11
The new guidance document specifically states that FDA
intends to interpret the scope of Part 11 in a narrower sense
so that fewer records will be required to meet the full require-
ments of the regulation. This should not be interpreted as a
statement that the Agency does not care about data created
by or stored in computer systems that are outside of the
narrowed scope, but rather that they are willing to accept
evidence of data integrity that does not meet all of the
specified requirements in Part 11. The most obvious narrow-
ing is in relation to systems that were already in existence
when the regulation became law on 20 August 1997. The
Agency intends to exercise enforcement discretion in inspect-
ing such systems, which should be understood to mean that
if there is adequate protection of the records (through mea-
sures such as system access control, role-based logical secu-
rity for critical functions, tested and implemented back-up
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and archiving processes, change control, and other good
system management practices), then it is unlikely that the
firm will be cited for not having audit trails on the system. Of
course, defining such legacy systems six years later may not
be so simple, as it is likely that the system may have gone
through one or more upgrades since 1997.” Firms who made
conscious decisions not to implement available audit trails
during such an upgrade may be at risk, at least until the
Agency clarifies expectations around the definition of what
comprises a legacy system vis a vis Part 11. However, the
Agency is to be commended for recognizing the limited value
and high difficulty and expense for retrofitting audit trail
functionality to old systems.

Another area where FDA recognized an unintended im-
pact of Part 11 is manifested in the reluctance of some firms
to implement new technological solutions that would intro-
duce tangible process and/or record-keeping improvements,
but at the cost of substantial Part 11 overhead, especially in
relation to long-term electronic records management. This
has been addressed in two ways: management of archives
(discussed later in this article) and the narrowing of the
definition of which records are subject to Part 11. Concerning
the latter, the Agency clarified that the manner in which a
record is used should define whether a record can exist only
on paper (or an alternative medium or format such as micro-
film or PDF) as opposed to being managed electronically in
full compliance with Part 11. It states that “the merely
incidental use of computers in those instances would not
trigger Part 11,” which clarifies that there is no intent to try
to extend coverage by the regulation to draft documents
generated using word processing software.

Clarification of the importance of how a record is used also
should allow a firm to define where e-records are to be
managed. For example, if a laboratory instrument accumu-
lates data which is automatically sent to a Laboratory Infor-
mation Management System (LIMS), and all future access to
that data is through the LIMS, then it should be acceptable
to have Part 11 controls on the LIMS and not on the instru-
ment.

The regulation specifically states cases wherein Part 11
compliance is expected:

¢ “Records that are required to be maintained by predicate
rules and that are maintained in electronic formatin place
of paper format. On the other hand, records (and any
associated signatures) that are not required to be retained
by predicate rules, but that are nonetheless maintained in
electronic format, are not Part 11 records.”™
This means that records not required by a specific FDA
regulation should not be interpreted as needing to comply
with Part 11, and repudiates the widely held concept that
any electronic signature in a system subject to Part 11
needs to comply with Part 11, regardless of whether the
signature is required by the any predicate rule.’® The new
interpretation thus focuses on records rather than sys-
tems.
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¢ “Records that are required to be maintained by predicate
rules are maintained in electronic format in addition to
paper format, and are relied on to perform regulated activi-
ties.”!

This reiterates that the key factor is how the records are
used. A company cannot declare a paper record to be the
“official” copy, and then allow employees to reference,
copy, or otherwise use an electronic copy of the record to
carry out GxP activities. In practice, this is likely very
difficult to control so firms should exercise restraint in
trying to substitute paper for electronic records if the
regulated business process depends heavily on computer-
generated records. Ideally, it should be impossible for
users to retrieve an electronic record if they should indeed
be using paper.'? The guidance appropriately recommends
that practices substituting paper for electronic records be
well documented.

¢ Anyrecords submitted electronically to the FDA as part of
a predicate rule requirement fall within the scope of Part
11.

¢ Any electronic signature executed as a substitute for a
handwritten signature required for the purpose of compli-
ance with a predicate rule falls within the scope of Part 11.

Validation

The new guidance document includes a statement that the
Agency intends to exercise enforcement discretion regarding
the validation requirements put forth in §11.10(a) of the
regulation. Unfortunately, some overzealous system owners
may choose to interpret this as relief from the general re-
quirement to validate their systems. This bit of selective
reading could not be any more wrong. All expectations to
validate computerized systems that carry out GxP activities
regulated by a predicate rule remain fully in force. Further,
the guidance states “Even ifthereis no predicate rule require-
ment to validate a system in a particular instance, it may
nonetheless be important to validate the system to ensure the
accuracy and reliability of the Part 11 records contained in
the system.”® Frankly, it is difficult to imagine a system
collecting or managing Part 11-controlled records that would
not be expected to be validated in compliance with some
predicate rule.

Audit Trails
“The Agency intends to exercise enforcement discretion re-
garding the specific Part 11 requirements related to com-
puter-generated, time-stamped audit trails (§ 11.10 (e), (k)(2),
and any corresponding requirement in §11.30). Persons must
still comply with all applicable predicate rule requirements
related to documentation of, for example, date (e.g., §
58.130(e)), time, or sequencing of events. Even if there are no
predicate rule requirements to document, for example, date,
time, or sequence of events in a particular instance, it may
nonetheless be important to have audit trails or other physi-
cal, logical, or procedural security measures to ensure the
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trustworthiness and reliability of the records.”** These state-
ments recognize that there may be other methods than an
audit trail that will give adequate assurance of data integrity
based on the scenario for managing and using the record.

In general, it is probably a wise idea to implement audit
trails in situations where data may be changed as part of the
normal business process, e.g., in a system used in monitoring
a clinical study. In situations where data will not likely be
changed, such as temperature/humidity measurements in a
building management system, an audit trail has distinctly
less value than does security around the recorded data. Any
decisions not to implement an audit trail, even in such an
obvious case as this, should be supported by a documented
risk assessment.

Copies of Records
Under the original description of Agency requirements for
provision of e-records during inspections, much was made of
the expectation that investigators would have the identical
ability to process data off-site as the firm being inspected has
on-site. This was a bit unrealistic, as no company was going
to provide the FDA with licenses for their major computer
applications. However, it should be noted that, in general,
investigators seemed satisfied to get their data in a spread-
sheet or some other standardized format. This guidance
validates this approach to providing electronic records for
regulatory inspection. Further, it states that in situations
where providing e-records to investigators in a format they
find satisfactory is infeasible, provision should be made to
“allow inspection, review, and copying of records in a human
readable form, on your site, using your hardware and soft-
ware, following your established procedures and techniques
for accessing those records.”® This implies that working on-
site with the investigator on the firm’s equipment can satisfy
the requirement to allow analysis of the data with the same
capabilities as is available to the company. While less conve-
nient for investigators, it is a more reasonable expectation.

Record Retention

Perhaps one of the largest long-range benefits life science
companies will accrue from the FDA’s rethinking of Part 11
will stem from the new interpretation of the archiving re-
quirement for electronic records. While the predicate rules
for record retention are not draconian in themselves, the way
in which firms use the data has a major impact. For example,
data from a clinical study must be maintained for two years
following approval to market a drug.'® However, firms typi-
cally reference the same clinical studies in subsequent appli-
cations for new therapeutic effects, combination therapies,
etc., which has the effect of extending the retention time to up
to, or possibly exceeding, two decades.

The initial interpretation of Part 11 required that a firm
retain a processible record (including all metadata) for as
long as the record is required to be retained. This presented
enormous potential technological ramifications: when a com-
pany wanted to retire a system containing such records, it
either had to migrate the data to a new system or retain the
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old one. Migration can be very complex and expensive, and
may not be a perfect solution since functions in the new
system, (e.g., calculation algorithms) may not process raw
data in a manner identical to the old one. Retention of the old
system is never a viable long term solution since once vendor
support is no longer available expertise in the software
becomes scarcer and more costly. An even bigger complica-
tion can arise when the hardware supporting the old applica-
tion becomes obsolete, and both spare parts and people who
know what to do with them disappear from the market. While
the Agency avowed that they did not expect firms to maintain
a hardware museum, no alternative was suggested other
than migration.

The new guidance alleviates these concerns. While reaf-
firming that “Persons must still comply with all applicable
predicate rule requirements for record retention and avail-
ability,”'” the Agency suggests that the “decision on how to
maintain records be based on predicate rule requirements
and that you base your decision on a justified and docu-
mented risk assessment and a determination of the value of
the records over time.” Within these strictures, “FDA nor-
mally does not intend to object if you decide to archive
required records in electronic format to nonelectronic media
such as microfilm, microfiche, and paper, or to a standard
electronic file format, such as PDF.”*® This new flexibility
with record retention methodology will allow companies to
make the decision on how to retain GxP-relevant records
based upon a legitimate assessment of risk vs. business need,
without significantly compromising the value of the informa-
tion. For example, batch records are a form of electronic
record that does not generally change once they are approved.
A firm may choose to retain such records in a processible form
for a period of time to allow trending for such business-related
purposes as statistical process optimization, but when it is no
longer needed for this purpose, it would be reasonable to
retain an archive record as a PDF for the remainder of the
record’s lifetime. Another example might be the clinical study
scenario noted above. Often the important data derived from
the clinical records resides in a more portable format like
SAS, while the initial records remain in the clinical reporting
application. If in the firm’s judgment the need to be able to
manipulate the raw data from a particular study is negligible
after ten years, but they still need to retain it, the firm might
choose not to migrate the data to a new database, but rather
to write it to tables that will be stored on paper, microfilm, or
PDF. Since the SAS application still contains the processible
data, there is minimal risk to this approach.

Conclusions
While there are still some open questions regarding the true
impact of this guidance document, and the exact direction of
FDA'’s thinking in relation to Part 11 is not crystallized, the
life science industry should recognize the significant step
taken by the Agency in attempting to rectify problems that
were either not recognized when 21 CFR Part 11 was written,
or which arose as people in industry and the Agency struggled
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to interpret it. FDA should be commended for this, and also
for the approach they have taken in consultation with profes-
sional organizations such as ISPE/GAMP while developing
further guidance.
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This article
covers the US
FDA regulatory
requirements for
computer
infrastructures
and provides
recommendations
on how to
comply with
these
requirements.

Table A. cGMPs
regulations applicable to
computer systems.
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Introduction
omputer infrastructure comprise all of
the computer systems with their asso-
ciated hardware, software, and net-
works used to run the business other
than the software applications, including:

e servers housing applications

e servers providing a specific service (e.g. file
server, print server, database server)

e Wide Area Network/Local Area Network

equipment such asjunction devices, bridges,
gateways)

e WAN/LAN systems

¢ miscellaneous equipment (e.g. network ca-
bling, patch panels and cable drops)

¢ desktop computers

e data/network centers

Computer infrastructures optimize resources,
enable sharing of data, allocate resources to the
different users, locate intended receivers of

handle messages rout-
ing through the network, and make

available essential data communi-

cation services.
This article covers the US FDA

regulatory requirements for com-

puter infrastructures and provides

recommendations on how to com-

plywith theserequirements. A com-
prehensive description of computer

networks! and LAN security?quali-

fications are not covered in this

article.

This article covers theinfrastruc-

ture enabling the transmission of
regulated data and access to com-

puting resources across networks.

The same principles can be appli-

cabletotheinfrastructure nottrans-
mitting regulated data.

Infrastructure Basics

Servers

A server is a computer or device on
a network that manages network

resources. For example, afile server

is a computer and storage device

dedicated to storing files. Any user

on the network can store files on

(WAN/LAN) components (e.g. networking messages,
US Drugs GMP Description
211.22 Responsibilities of QC Unit
211.25 Personnel Qualifications
211.42 Design and Construction
211.63 Equipment design, size, and location
211.67 Cleaning and Maintenance
211.68 Maintenance and Calibration
211.68 Written Procedures
211.68(b) Record Controls
211.68(b) Validation of computer systems (implicit requirement)
211.100 Written Procedures, Deviations
211.101(d) Double Check on Computer
211.105(b) Equipment identification
211.180 General (Records and Reports)
211.180(a) Records retention
211.180(c) Storage and record access
211.180(d) Records medium
211.182 Use of log(s)
211.188(a) Reproduction accuracy
211.188(b) Documentation and operational checks
211.189(e) Records review
211.192 QC record review
211.220(a)° Validation of computer systems (explicit requirement)

the server. A print server is a com-
puter that manages one or more
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Sidebar 1 - Regulatory Guideline

After process equipment is designed or
selected, it should be evaluated and
tested to verify that it is capable of
operating satisfactorily within the
operating limits required by the process.

Guideline on General Principles of
Process Validation

printers, and a network server is a computer that manages
network traffic. A database server is a computer system that
processes database queries. Servers are often dedicated,
meaning that they perform no other tasks besides their
server tasks. However, on multiprocessing operating sys-
tems, a single computer can execute several programs at
once. A server in this case could refer to the program that is
managing resources rather than the entire computer.

Networks

A network is a system consisting of transmission channels
and supporting hardware and software that connects several
remotely located computers via telecommunications. Typical
hardware components that can be found in a network system
are servers, WAN/LAN components, and other equipment.
System-level software and firmware completes the infra-
structures. Data/network centers host all components, pro-
vide appropriate environmental conditions, and provide the
appropriate utilities in support of the correct operation.

Local Area Networks (LANs)

A network is any collection of independent computers that
communicate with one another over a shared network me-
dium. LANSs are networks usually confined to a geographic
area, such as a single building or a college campus. LANs can
be small, linking as few as three computers, but often link
hundreds of computers used by thousands of people. The
development of standard networking protocols and media
has resulted in worldwide proliferation of LANs throughout
business and educational organizations.

Wide Area Networks (WANSs)

The WAN can be a routed network supporting multiple
network protocols. The network may employ both leased lines
and shared commercial telecommunication services, such as
frame relay, to provide internetworking service to client
companies. WAN can be as simple as a modem and remote
access server for employees to dial into, or it can be as complex
as hundreds of branch offices globally linked using special
routing protocols and filters to minimize the expense of
sending data sent over vast distances.
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Internet

The Internet is a system of linked networks that are world-
wide in scope and facilitate data communication services
such as remote login, file transfer, electronic mail, the World
Wide Web, and newsgroups.

With the meteoric rise in demand for connectivity, the
Internet has become a communications highway for millions
of users and LANS.

Corporation’s proprietary and confidential information
can be sent over public networks, such as the Internet. If this
is the case, technological controls can be implemented to
ensure that data travels safely, unseen, unchanged, uncopied,
and intact.

Three of the areas for conducting business communica-
tions over the Internet are:

Intranets - (B2A = to/from Corporate Operating Companies)

Extranets - (B2B = to/from Corporate business partners)

e Remote Access by both Corporate employees (B2E) and
business partners

Intranet

With the advancements made in browser-based software for
the Internet, many private organizations are implementing
intranets. Anintranetis a private network utilizing Internet-
type tools, but available only within that organization. For
large organizations, an intranet provides an easy access
mode to corporate information for employees.

Regulatory Requirements
The FDA derives from the FD&C Act? the authority to regulate
the use of computer systems performing functions in drug and
device manufacturing. Similar sections in the FD&C Act
govern the use of computer systems in other regulated opera-
tions, e.g., food,* blood.

The FDA compliance policy guideline® (CPG) 7132a.11
confirms that when a computer system is performing a
function covered by the cGMP regulations, hardware® will be
viewed as equipment.’

Table A lists a few sections in the ¢cGMP regulations
applicable to computer systems performing manufacturing-
related regulated functions. Equivalent sections can be found
in the other FDA regulations.

The main ¢cGMP regulations impacting the computer in-
frastructures are:

e 21 CFR 211.25 establishes that the personnel involved in
the installation, maintenance, and management of the
computer infrastructures must have the training and
experience to perform the assigned functions.

e 21 CFRs 211.42 and .63 establish the suitability of the

design, construction, and performance of the computer
infrastructures.
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Figure 1.SLC and testing “V” framework.

e 21CFR211.68 establishes that there must be documented
verification of the inputs and outputs (I/Os) for accuracy
and that computer infrastructures must be qualified.®

Supporting 21 CFR 211.68 is CPG 7132a.07, which focuses
on the need to qualify computer infrastructures and to assure
that the data going in and data coming out of the network
system are accurate.

Computer systems validation, as introduced in 21 CFR
Part 11.10(a) and further defined in the recent draft FDA
guideline, is one of the most important requirements appli-
cable to computer systems performing regulated operations.
Computer systems validation is the confirmation by exami-
nation and the provision of objective evidence that computer
system specifications conform to the users’ needs and in-
tended uses, and that all requirements can be consistently
fulfilled. It involves establishing that the computer system
conforms to the user, regulatory, corporate, safety, and the
intended use.

A typical computer system-based validation approach is
depicted in Figure 1. The Good Automated Manufacturing
Practice (GAMP!) guideline identifies the importance of the
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links established by the “V” framework between the design
documentation'? and the qualification testing.

A computer system-based validation approach applicable
to the computer infrastructures would be inefficient and
impractical given the nature of the computer infrastructures.
A computer system-based validation approach would result
in the computer infrastructure being qualified repeatedly
because these may be part of multiple software applications.

By approaching the network systems and network-related
hardware as equipment, equipment needs to be qualified
once, and when applicable, as part of any modification.

The application software should identify in the require-
ments definition document the required infrastructure tech-
nologies and services supporting the application. The verifi-
cation and qualification testing to the infrastructure services
are performed as part of the qualification.

On the context of infrastructures installation and qualifi-
cation testing,'® Figure 2 depicts the relationship between the
application and infrastructure.

The qualification of the computer infrastructures is an
element of the System Life Cycle (SLC). After the installation
of the infrastructure-related technologies and services, the
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Requirement

Implementation

The following features must be implemented:
® |Integrity controls
® Message authentication

One of the following features must be implemented:
® Access controls
® Encryption

All of the following features must be implemented:
e Alarm

o Audit trail

o Entity authentication

e Event reporting

Access controls

Alarm

Audit trail

Encryption

Entity authentication
Event reporting
Integrity controls
Message authentication

Table B. Communication/network controls.

qualification testing comprises verification of the installa-
tion related with the proposed design, and executing the
functional testing aligned with the functions performed by
the installed technologies/services.

In addition to the computer infrastructures qualification
testing, other verification activities include design reviews
and traceability analysis.

To clarify theintent of 21 CFR Part 211.68, CPG47132a.07,
“I/O Checking” was published in 1982. According to this CPG,
computers' I/Os are to be tested for data accuracy as part of
the computer infrastructures qualification, and after the
qualification, as part of the ongoing monitoring program.

CPG 7132a.07 is based on the realistic anticipation that
computer I/O errors can occur on qualified infrastructures. A
hardware component (servers, switches, routers, logic cir-
cuits, memory, microprocessors), like mechanical parts, can
fail after it has been tested. An on-going monitoring program
shall be established and followed to verify hardware I/Os
during the operation of the network system.

The level, frequency, and extent of the I/O checking were
suggested in the Federal Register of 20 January 1995 (60 FR
4091). Thelevel and frequency of the I/O verifications shall be
guided by written procedure and shall be based on the
complexity and reliability of the computer system.

The introduction in 1997 of Part 11 provided the formal
codification applicable to computer systems performing regu-
lated operations. The network systems enable sharing data that
may be part of electronic records regulated by the FDA, and
therefore subject to compliance with Part 11. As such, the
responsibility of the network for the in-transit records includes:

¢ Reliability

e Authentication
¢ Confidentiality
e Integrity

e Usability

The above feature required for quality records can be achieved
by following security across the infrastructures. In order to
guard against unauthorized access to the records transmit-
ted over a communications link, technical controls are re-
quirements as delineated in Table B.®
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Key Elements that should be in Place to
Ensure FDA Compliance

As stated in the Sidebar 1, the essential elements to ensure
FDA compliance to the computer infrastructures are the
design and/or selection of equipment, installation of equip-
ment, configuration of data communication equipment, evalu-
ation and testing the equipment. These activities should be
documented, verified, and tested with the objective to estab-
lish the equipment capability within the integrated environ-
ment. Additionally, any changes to the equipment and/or the
operational environment should be subject to change con-
trol.1

During the life cycle of the computer infrastructures and
associated components, the FDA expects companies to have
adequate documentation to demonstrate that sound proce-
dures are used to establish intended use of the computer
infrastructures and associated components. The infrastruc-
ture documentation should consist of design documentation,
diagrams, equipment configuration worksheets, qualifica-
tion testing, summary report(s), change control records, main-
tenance records, and training records.

Based on current regulatory requirements, the following
documentation practices are essential to support the com-
puter infrastructures:

1. Define a process for organizing, controlling, and dissemi-
nating computer infrastructure qualification documenta-
tion to include the following:

e computer infrastructure design documentation and
configuration worksheets

e computer infrastructure qualification test procedures
and protocols

e computer infrastructure qualification related techni-
cal operating procedures

The diagrams and worksheets are organized in a way that

both high level overview and equipment specific informa-
tion is maintained up-to-date.
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Figure 2. Application/infrastructure development and installation correlation.

2. Written equipment design documentation should describe
what the computer infrastructure intended functions are
and how they will work. The equipment design documen-

tation to consider are:

¢ Description of the hardware and communication de-

detail as regards performance and capacities for use in
the procurement of the hardware.

Equipment Configuration Worksheet: an equipment
configuration worksheet shall be completed for each
device. The equipment configuration worksheet shall

sign in broad terms, including the design and func-
tional requirements to support associated connectivity
to networks; system backup and restore time frames,
availability window, maintenance window, number of
clients (total and concurrent) that will use the system,
and database growth rates.

Creation/maintenance ofhigh-level diagram thatiden-
tifies the data/network centers and associated dia-
grams depicting all data communications equipment
deployed within the data/network centers.

Define the characteristics of each section of the infra-
structure. The characteristics should be in sufficient
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provide the basis for 1Q testing.

List all applicable constraints of the proposed design.

List all assumptions of the proposed design.

List all dependencies of the proposed design.

If a redundant and fault tolerant network is required,
then the design must include outbound and inbound
redundancy, failover, route aggregation, and automatic
loop prevention.
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Sidebar 2 - Regulatory Guideline

Prior to testing, you should confirm that
all hardware and software are properly
installed, and where necessary,
adjusted and calibrated to meet
specifications. User manuals, standard
operating procedures, equipment lists,
specification sheets, and other
documentation should be readily
accessible for reference.

Draft Guidance for Industry 21 CFR
Part 11; Electronic Records; Electronic
Signatures, Validation

3. Equipment configuration worksheets are completed for
equipment, including changes from out of the box instal-
lations. The equipment configuration worksheet should
provide the basis for Installation Qualification (IQ) veri-

fication.

4. Qualified staff shall deploy the infrastructure and its
implementation shall be performed in accordance with
defined processes. The qualified staff should be trained in
established procedures through formal procedure train-
ing prior to an SOP's effective date. SOP training also

should be part of new staff orientation.

5. A written qualification protocol(s) should be developed
based on the design specification, which is (are) specific
and meaningful in relation to the attribute being tested.
The qualification protocols include both structural and
functional analysis, as applicable, including checks of I/
Os to ensure the accuracy and security of computer

inputs, outputs, and data.

6. The IQ protocols shall be maintained for configurable
infrastructure hardware, system-level software and asso-
ciated data communications equipment to be deployed.
The objective of each installation qualification is to pro-
vide documented evidence that the equipment and sys-
tem-level software have been installed in accordance with
the manufacturer’s specifications, and have been prop-
erly configured in accordance with relevant design guide-

lines and the equipment configuration worksheet.

7. The Operational Qualifications (OQ) shall be performed
after the installation testing (Refer to Sidebar 2) to
provide evidence that the infrastructure hardware and
the network provide secure and reliable data communica-
tions. Protocols should be developed to verify that session
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authentication and data encryption occurs when data is
broadcast across a public medium such as the Internet or
the wireless spectrum.

The OQ is also performed to demonstrate conformance
with functionality to be provided by any service and/or
network component.

8. Any deviations and/or discrepancies encountered during
the execution of the infrastructure qualification must be
investigated and resolved.

9. Addition, replacement, and retirement of an infrastruc-
ture component or system-level software, including con-
figuration changes, should be subject to the review and
approval process similar to a change control program.

10. Test results and an evaluation of how these results
demonstrate that the predetermined design specification
has been met (e.g. requirements traceability analysis).

11. Procedures need to be developed to maintain the operat-
ing environment and computer infrastructure. An audit
trail documenting time-sequenced development and modi-
fications or revisions to the documentation is required as
well.

12. During the operation, computer electronic records must
be controlled, and this includes record backup, security,
and retention.

13. Ongoing monitoring of the network program is estab-
lished to respond to conditions where the network does
not conform to the defined specifications.

Summary

The cGMP regulations provide the regulatory requirements
applicable to develop, maintain, and retire computer related
infrastructures. Since computer related infrastructure com-
ponents could be considered as equipment, the validation
system-based approach is unreasonable and very expensive.
Computer infrastructure needs to be qualified once, and
when applicable, as part of any addition, replacement, and
retirement.

The application software should establish the required
infrastructure technologies and services in the requirements
definition document. Based on these requirements, the infra-
structure services are implemented, qualified, and main-
tained.

Asin the application software, the key elements to ensure
FDA compliance are: design, implementation, testing, main-
tenance, and retirement practices, and the associated docu-
mentation.
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general terms
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and its recipe
types and
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benefits of using
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industry.
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Introduction

he S88 standard is applied in a number

of differentindustries as a design meth-

odology for batch processes. The meth-

odology and standard also can be ap-
plied regardless of the level of automation in a
factory. It can be used for entirely manual
plants, fully automated plants, or the more
common semi-automated plants. There have
been many successful applications of the stan-
dard in fully automated operations as well as
partially automated operations in pharmaceu-
tical and consumer product industries.

The basic models of S88 and its recipe types
and structure are described only in general
termsin this article. Furthermore, S88is placed
in the context of GAMP, ISO 9001, and GMP
(the context of the pharmaceutical industry
and its suppliers). Finally, this article dis-
cusses the benefits of using S88 in the pharma-
ceutical industry, and demonstrates how these
benefits surpass the general benefits by mak-
ing it easier to comply with the GMP require-
ments.

GAMP

GAMP is an interpretation of a part of FDA’s
GMP legislation developed by the GAMP Fo-
rum with regard to automated systems. The
GAMP Guide lays down a certain validation
life cycle that is illustrated in the so-called V-
model - Figure 1. GAMP specifies the required
documents and the responsibilities of users
and supplier(s) for each life cycle stage.

To find out more about GAMP, visit
www.gamp.org; to find more about the FDA,
visit www.fda.gov.

S§$88: Models and Terminology
The Instrument, Systems, and Automation
Society (ISA) was founded in 1945 as the In-
strument Society of America and changed its
name in 2000. In 1995, ISA published ISA —
S88.01, Batch Control, Part 1: Models and

Terminology. It is often called S88 for short.
S88 is generally considered the international
standard for batch control. Therefore, it is fre-
quently applied in designing and automating
batch processes.

To find out more about the ISA, visit
www.isa.org.

S88 is set up to accomplish two goals:

e definition of standard terminology
- everyone speaks the same language

¢ definition of models for realizing batch pro-
cesses with the following aspects in mind
- flexibility
- modularity
- maintainability

The three basic S88 models are:

1. the process model
2. the physical model
3. the procedural control model

The Process Model
Here, the following question is answered: what
should be manufactured? A hierarchical break-
down of the process required to manufacture
the end product is outlined in this model.

The process model has four levels (starting
at the top): process, process stage, process op-
eration, and process action.

Process

A processis a sequence of chemical, physical, or
biological activities for the conversion, trans-
port, or storage of material or energy. Indus-
trial manufacturing processes can generally be
classified as continuous, discrete parts manu-
facturing, or batch.

Process Stage
The process consists of one or more process
stages that are organized as an ordered set
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which can be serial, parallel, or both. A process stage is part
of a process that usually operates independently from other
process stages. It usually results in a planned sequence of
chemical or physical changes in the material being processed.

Process Operation

Each process stage consists of an ordered set of one or more
process operations. Process operations represent major pro-
cessing activities. A process operation usually results in a
chemical or physical change in the material being processed.

Process Action

Each process operation can be subdivided into an ordered set
of one or more process actions that carry out the processing
required by the process operation.

The Physical Model

Here, the following question is answered: with what should it
be manufactured? A hierarchical breakdown of the equip-
ment required to produce a batch is outlined in this model. In
this case, the word ‘equipment’ refers not only to the valves
and motors, but also to the reactors and raw material vessels
that are involved in the batch process.

The physical model has seven levels (starting at the top):
enterprise, site, area, process cell, unit, equipment module,
and control module. The top three levels (enterprise, site, and
area) are frequently defined by business considerations and
are not modeled further in S88. The three higher levels are
part of the model to properly identify the relationship of the
lower level equipment to the manufacturing enterprise. The
four lower levels (process cell, unit, equipment module, and
control module) are defined by engineering activities.

Process Cell

A process cell contains all of the units, equipment modules,
and control modules required to make one or more batches.
An example of a process cell is a facility that is used for the
production of an ingredient for a pharmaceutical product. In
this facility, more than one unit is required to manufacture
the end product. There are units for fermentation, enzymatic
conversion, purification, and drying.

Unit

A unitis made up of equipment modules and control modules.
One or more major processing activities can be conducted in
a unit. It is usually centered on a major piece of processing
equipment, such as a mixing tank or reactor. Units operate
relatively independent of each other. This standard pre-
sumes that the unit does not operate on more than one batch
at the same time.

Equipment Module

Physically, the equipment module may be made up of control
modules and subordinate equipment modules. An equipment
module can carry out a finite number of specific minor
processing activities, such as dosing and weighing. An ex-
ample of an equipment module is a collection of devices that
control the reactor temperature by either letting in hot or cold
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media in the jacket of a reactor.

Control Module

A control module is a typical collection of sensors, actuators,
other control modules, and other associated processing equip-
ment that, from the point of view of control, is operated as a
single entity. An example of a control module is a state-
oriented device that consists of an on/off automatic block
valve with position feedback switches that is operated via the
set point of the device.

The Procedural Control Model

Here, the following question is answered: how should it be
manufactured? A hierarchical breakdown of the order, and
the way the required equipment is used to produce a batch is
outlined in this model.

The procedural control model has four levels (starting at the
top): procedure, unit procedure, operation, and phase.

Procedure

The procedure is the highest level in the hierarchy and
defines the strategy for carrying out a major processing action
such as making a batch. It is defined in terms of an ordered
set of unit procedures. An example of a procedure is the
procedure to make plastic. There are several unit procedures
needed to manufacture the end product. For instance, there
are unit procedures for polymerization, recovery, and drying.

Unit Procedure

A unit procedure consists of an ordered set of operations that
causes a contiguous production sequence to take place within
a unit. Only one operation is presumed to be active in a unit
at any time. An example of a unit procedure is a unit
procedure for polymerization. In this unit procedure, several
operations are needed to carry out the objective of this unit.
There are operations for the preparation of the ingredients,
charging of the ingredients into the reactor, and the polymer-
ization reaction itself.

Operation

An operation is an ordered set of phases that define a major
processing sequence that takes the material being processed
from one state to another, usually involving a chemical or
physical change. An example of an operation is an operation
that carries out areaction. In this operation, there are several
phases. Each phase takes care of a small task like adding the
catalyst, heating, and maintaining the correct pressure level.
Phase

The smallest element of procedural control that can accom-
plish a process-oriented task is a phase.

These three models do not stand alone, but are coupled on
several hierarchical levels - Figure 2. Although the control
module is part of the physical model, it is not directly com-
bined with a phase. Therefore, it does not appear in Figure 2.

In addition to the aforementioned models, S88 defines four
types of recipes. Each type has a different purpose in a
company, and each type generally is created and maintained
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Figure 1. A modified GAMP V-model.

by different people. The types of recipes defined by S88 are:
general recipes, site recipes, master recipes, and control
recipes.

There is one general recipe for each specific product
variation made by a company. It defines, in an equipment
independent manner, the material and process dependencies
required to make a product. The general recipe is usually
created during or after the pilot plant scale-up of an R&D
recipe.

There is one site recipe for each site that will make the
product, or some portion of the product. A site recipe has the
same structure as a general recipe, but may be modified for
the local language and unit of measure. It also may be
modified to take into account local material availability, or it
may only define a part of the general recipe that is actually
performed on the site. Site recipes also define the “bill of
materials” for production.

Master recipes are the process cell-specific recipes that
define exactly how a product is to be made in a specific process
cell, based on the units in the cell, material flows between
units, and the equipment phases available in the units. There
is typically one master recipe per product. Master recipes are
usually constructed using a graphical notation format that is
similar to sequential function charts. The lowest level of a
recipe’s procedure is a recipe phase and is a reference to an
equipment phase. A recipe phase may reference a specific
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equipment phase in a specific piece of equipment, or it may
reference a class of equipment phases with the specific
equipment element selected at runtime.

A master recipe is a template only. This means that a
master recipe itself is not executed. A copy of the master
recipe is made for each batch produced, and is called a control
recipe. There is one control recipe per batch and it starts as
the copy of the master recipe, but it may be modified before it
is executed. Some of these modifications include specifying
the exact equipment the recipe should run against and
specifying values for recipe parameters.

All recipes are made up of five elements: a header, a
procedure, a formula, equipment requirements, and other
information. The formula contains a definition of the process
inputs (materials to be used in making the batch), process
outputs (materials generated as a result of making the
batch), and process parameters (process or product values
which can be specified for making a batch). The recipe
procedure defines the procedural logic to be followed to make
the product. The master and control recipe procedures have
a specific hierarchical organization. The top level of the
hierarchy is formed by the unit procedures as defined in the
S88 procedural control model. Each recipe is made up of unit
procedures that define the contiguous operations that occur
within a unit. Unit procedures are made up of operations, and
operations are made up of recipe phases.
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Figure 2. S88 basic models and couplings on various levels.

S88 Related to Quality Systems
(ISO 9001)/GMP/GAMP

GAMP and S88 are two items that cannot be compared to
each other because they exist on different levels of abstract-
ness. Figure 3 shows both the different levels of abstractness
and the relations between GAMP, S88, GMP, and ISO 9001.

S88 is a design methodology for batch processes. GAMP
does not lay down the use of S88 as the design methodology;
GAMP does not lay down any specific design methodology.
GAMP only requires that design methodologies should be so-
called ‘appropriate methods.” S88 is such an ‘appropriate
method’ for the design of batch processes. The additional
benefits of applying S88 in the regulated pharmaceutical
industries will be discussed later in this article.

General Benefits of Applying
S$88 in Batch Control
Realizing a batch application that is in accordance with S88
results in modular batch control software. Modularity is a
great asset when testing an application because it makes
locating software faults a lot easier. The consequences of
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correcting software faults remain confined in one module,
thus limiting the chances of introducing new faults in (the
rest of) the software as a result of correcting the original fault.
In addition to this benefit, the retest effort of a changed or
corrected software module is greatly reduced when compared
to non-modular software. Imagine retesting the complete
batch application instead of retesting just one module of that
batch application. When all these benefits are added up, it
becomes obvious that the effectiveness of testing modular
software is much greater, and this is demonstrated by the
relative low numbers of fault occurrences during start-up and
operational life of the batch facility.

Because of its inherent flexibility and modularity that a
batch facility has when built according to S88, its maintain-
ability is greater and changes can be incorporated with
relative ease. This all leads to a lower Total Cost of Owner-
ship (TCO).

Another aspect of the S88 standard that contributes to a
lower TCO is that it makes recipe development straightfor-
ward enough to be accomplished without the services of a
control systems engineer. This ease of recipe development
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Figure 3. Levels of abstractness of ISO 9001/GMP, GAMP, and S88.

lies in the fact that S88 defines a separation of product
information from production equipment capability. This sepa-
ration allows the same equipment to be used in different ways
to make multiple products or to perform different operations
on the same product. As mentioned before, recipes in S88 are
made up of five elements. Two of those elements (formula and
procedure) are important in the simplification of the develop-
ment of recipes. Changing the formula, while keeping the
procedure the same, is an easy way to make different grades
of the same product. A recipe for a new product can be made
by changing the procedure (and other recipe elements). Since
a procedure in S88 consists of phases (at the lowest hierarchi-
cal level), this simply means rearranging these phases into
different operations and arranging these new operations into
new unit procedures. This comes down to reusing recipe
phases or even operations when rearranging operations alone
is enough to yield the desired new unit procedure. In this way,
recipe development can be done at SCADA level without
changing the batch control software.

Figure 4 clearly shows the differences in cost, in practice,
between a typical automated batch facility that has been
built with S88 and without using S88. The cost in Figure 4
relates to the cost development during the design and realiza-
tion stages and a short period of time after the system (batch
facility) has become operational.

The cost in the design and realization stages for batch
projects that have been completed with S88 is, in practice,
higher than without S88. One of the causes for the higher cost
is the lack of experience with S88 or incorrect usage of the S88
terminology. In the beginning, the whole concept of S88 is not
easy to comprehend because of its high level of complexity
and abstractness. However, in the end, S88 often delivers a
lot of added value if one becomes more knowledgeable in this
matter. By applying S88 more often (in batch projects) and
thus increasing the understanding of S88, the cost due to
inexperience will decrease. Another cause of cost increase is
the introduction of extra devices (particularly valves) to
establish units in such a way that so-called common equip-
ment is eliminated. This means that each device has been
clearly assigned to one unit and that other units cannot use
it. This results in the increase of the independence of units.
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The latter cause contributes a relatively small amount to the
increase in cost when compared to the first cause. However,
despite the increase in cost during the design and realization
stages, the total cost of ownership (i.e. the sum of the cost
during the design and realization stages and the operational
cost) is much lower. As shown in Figure 4, the surge in cost
(due to fault occurrences and implementation of changes
necessary to keep the facility running properly) after the
system has become operational is non-existent in batch
facilities that have been designed and automated in compli-
ance with S88. This is not only attributed to the greater
effectiveness of testing of a modular application and lower
maintenance cost, but also to higher availability of that
facility because maintenance takes up less time. Changes as
a result of better (practical) understanding of a process will,
of course, always exist, but due to the modular set up (i.e. no
‘spaghetti’-like software structures), the cost is manageable.

Another reason for using S88 is that all parties involved in
a batch project (this means both users and vendors) should
speak the same language. S88 is that language for batch
projects. It defines the models and terminology that are
relevant for realizing the automation of a batch facility. So,
using S88 promotes the unambiguous communication be-
tween all parties involved in a batch project.

Within S88, there are some things that are not specified
and thus left up to the S88 user. This may lead to different
interpretations of S88 in different companies, even when the
models and terminology are used correctly. S88, namely,
offers some degree of freedom (with ‘freedom’ is, in this case,
not meant the room for ambiguity, but valid choices that are
S88 compliant) and does not force the S88 user in a strait-
jacket. There is not only one way to correctly apply S88. It is
in the interest of the user company that the supplier’s inter-
pretation of S88 concurs with the user’s interpretation of S88,
especially when a lot of batch facilities in this company have
been designed and built in compliance with S88. In that case,

System
becomes
operational
A : i
: With S88
. Without S88
_/".\'\ I
Y Ay .
/ \ :
I \ :
/ N .
a— f A ,
g i A
S / 5 :
i % . SN
i b . . )
i \ . _/'; =~ .
/ \ \ / ‘
/ A : ; ~
/ \ . : \'\
! NS A
i S A
i T N
Time

Figure 4. Cost development with and without S88.
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maintenance personnel are often very well acquainted with
the user’s interpretation of S88. Maintaining a new, S88
compliant, batch facility then takes little extra effort unless
it is built according to the user’s interpretation of S88.

Additional Benefits
of Applying S88 in the Regulated
Pharmaceutical Industries
GAMP and S88 are two items that, at first sight, do not have
a lot to do with each other. However, under certain circum-
stances, an association between these two items may very
well exist. The advantages of applying S88 in batch projects
also benefit the qualification stages of GAMP.

In a pharmaceutical (batch) project, a number of parties
may be involved. These parties could be the user (the pharma-
ceutical company), an engineering contractor, and a system
integrator as subcontractor of the engineering contractor.
GAMP does not lay down S88 as the design methodology. In
fact, GAMP does not lay down any specific design methodol-
ogy. However, a user can demand from the engineering
contractor and the system integrator that they work in an S88
compliant manner. If the engineering contractor and system
integrator lack the required S88 knowledge, the user may opt
to educate them in this matter. The advantage in this case is
that the engineering contractor’s and system integrator’s
interpretation of S88 is the same as the user’s interpretation.

As mentioned before, S88 is a design methodology. For the
GAMP V-model (Figure 1), this would mean that S88 is only
important to the specification and design stages. This percep-
tion is quite limited because application of S88 results in a
facility that has been set up in a modular fashion (both
process equipment and control software). Modularity is also
of great importance during the qualification stages because
locating and correcting faults in a modular system is easier
and requires a smaller retest effort than in non-modular
systems. Built-in modularity is also an asset in the opera-
tional life of a system. The FDA requires that once a system
has been validated, it must remain validated for the rest of its
life cycle. Therefore, implementing changes is something
that should be done cautiously. Implementing and validating
changes is easier in a modular system than in a non-modular
system.

The effort of adapting recipes to make different grades of
the same product or even developing new recipes to make new
products has been greatly reduced thanks to S88. Adapting
an existing recipe or developing a new recipe can be done on
the (higher) SCADA level without the need for changes of the
software in the (lower) control layer. Reuse of software in the
control layer plays a key role in this concept. Reuse of
validated software causes a huge drop in validation effort of
new recipes. This is especially important in the current
marketplace where it is of paramount importance that the
time to market of new products should be kept as short as
possible.
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Conclusion
S88 is generally considered as the international standard for
designing and automating batch processes. The advantages
of applying S88 are:

e Use of standard terminology. Everyone speaks the same
language.

e Modular set up of both process equipment and batch
control software. Modularity increases maintainability.

¢ Flexibility and ease of recipe development for both grades
of existing products and new products.

These advantages lead to a lower TCO for batch facilities that
have been designed and built in compliance with S88.

GAMP and S88 are two items that cannot be compared to
each other because they exist on different levels of abstract-
ness. Under certain circumstances, these two items may very
well be associated with each other. This association exists
when a batch project is to be realized in the regulated
pharmaceutical industries. The user (the pharmaceutical
company) can demand from the supplier (engineering con-
tractor and/or system integrator) to execute batch projects in
an S88 compliant manner. However, GAMP does not lay
down the usage of S88 as the design methodology.

S88 results in modular batch control software. Modularity
is a great advantage when it comes to the qualification (part
of validation) of an automated system as prescribed by
GAMP. If a software fault should be corrected during the
qualification stages, retesting is limited to just a small part
of the application. A modular set up is not only a great asset
in the qualification stages of the system, but also in maintain-
ing the validated state of that system. A change in a modular
application will lead to a much smaller (validation) impact as
compared to a non-modular application.

Another great advantage of S88 is the flexibility and ease
of recipe development. Previously, development of new reci-
pes required changes of the software in the (lower) control
layer. In S88 compliant batch facilities, development of new
recipes can take place on the (higher) SCADA level without
the services of a control systems engineer. New unit proce-
dures (an important element in a recipe) can be developed
simply by rearranging existing software modules. Reuse of
validated software reduces the validation effort. Because
validation normally takes up a great amount of time, reduc-
tion of the validation effort for new recipes greatly shortens
the time to market of new products.
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Introduction

he Active Pharmaceutical Ingredient

(API) sector is facing pressures and

changes that few had fully anticipated

only a decade ago. Increasingly potent
compounds are being developed. Computer tech-
nology is enabling more complex processes.
Regulatory requirements are being globally
harmonized. New chemical synthesis strate-
gies are emerging. Manufacturing costs are
under continuous downward pressure. Site se-
curity concerns have never been higher. An
industry that was once simply international, is
now truly global — and this brings with it both
opportunities and challenges to current operat-
ing models.

This article discusses some of the more sig-
nificant developments in API supply and ex-
plores implications for pharmaceutical engi-
neering. Future articles will focus on practical
aspects of plant design, includingreactors, heat
transfer systems, material handling, ancillary
equipment, and safety.

The most successful APl manufacturers will
be those that are able to adapt quickly to
industry needs and global pressures — be they
large or small pharmaceutical companies or
contract manufacturers. This article will at-
tempt to identify plant design features and
strategies that contribute to a nimble facility.

Overview
There continues to be significant growth for
API manufacturers, primarily fueled by ge-
neric drugs. More than 25 patents for block-
buster drugs are scheduled to expire between
2003 and 2007. As drug patents expire, the
generic companies will seek APIs at competi-
tive prices, increasing the demand for third
party API manufacturers. In addition, produc-
tion at major pharmaceutical plants will come
under pressure. At the same time, R&D pro-
ductivity is down and pharmaceutical sales
representatives are getting less face time with
physicians. Competition between alternative

brands of similar products is increasing. There
is increasing pressure to contain — and reduce
— both operating and capital costs.

Business drivers, such as life-cycle cost and
time-to-market, are leading manufacturers to
new models. API facilities are being constructed
in developing countries as production shifts
from Europe and the US to Asia. The number of
plants that are pre-engineered and constructed
in a factory (modular facilities) is increasing.

Chemistry is changing with chiral chemis-
try becoming increasingly important, leading
to new technologies (such as simulated moving
bed reactors) and specialist catalyst usage.
Complex chemistries can present new chal-
lenges, such as very low temperature process-
ing, high corrosivity, and difficult analytical
methods.

Drugs are more potent today with many
implications: batch sizes can be smaller, clean-
ingis more difficult, isolation/containment tech-
nologies must be implemented. Regulatory and
legislative pressures can be conflicting and
difficult to address. GMP regulations are not
prescriptive, and standards are subject to the
interpretation of individual inspectors. ICH
Q7A should be used as the definitive cGMP
reference for API facilities. The ISPE Baseline®
Guide for Bulk Pharmaceutical Chemicals is
currently under revision and scheduled for
publication in early 2004. The updated version
will interpret the GMP requirements and pro-
vide designers with a baseline for achieving
regulatory compliance.

Other regulatory obligations include build-
ing codes, environmental protection, occupa-
tional health and safety, and intellectual prop-
erty product protection rules. Environmental
rules and building codes sometimes dictate
features that are problematic for GMP compli-
ance. Environmental legislation in Europe and
the US is initially passed as overarching re-
quirements; implementation is left to constitu-
ent nations and the states with shaded inter-
pretations.
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Business Drivers

The pharmaceutical industry has rapidly moved beyond
being merely international to a truly global operation. Big
pharmaceutical companies plan their operations to form a
synchronized manufacturing and supply network. Smaller
companies may not have the same reach, but the wholesale
dismantling of tariffbarriers means that they compete against
comparable companies across the world. API manufacturers
face similar pressures wherever they are located.

API manufacturers must address the following issues:
demand for shareholder value, API production relocation,
and technology transfer. These items will be addressed n the
following paragraphs.

Demand for Shareholder Value

In the last few years of the 20th century, the pharmaceutical
industry saw an unprecedented rate of structural change.
The mergers and acquisitions among big pharmaceutical
companies are well known, but the changes were much more
profound than simple consolidation. Most companies — big or
small — now operate within a complex global network of
organizations, carrying out research, development, manufac-
ture, marketing, distribution, and a host of other activities.
One factor is common — shareholders demand value from
these changes in the form of continuing growth and higher
margins.

As mergers and acquisitions unfold, there are significant
integration problems. New plant construction seems to stop
as the existing plants and people are evaluated and reorga-
nized. Some positions are made redundant so corporate
experience is lost. Policies, procedures, and attitudes are
realigned before significant project activity resumes.

Cost Pressure
The innovators are struggling with decreased R&D produc-
tivity. Their sales staffs must work harder to stay in front of
busy physicians. At the same time, therapeutic competition
from similar branded drugs and generics is fierce. The health
insurance industry and government healthcare organiza-
tions are constantly striving to reduce spending on drugs.
The response is to implement strategies that get new
products to market as quickly as possible, raise revenues for
existing products, and reduce costs. Pharmaceutical engi-
neers are most impacted by the cost cutting trends toward
“operational effectiveness” and asset utilization.
Operational effectiveness attributes include: clear and
controlled management processes that make effective use of
resources, the appropriate use of technology, and continual
improvement through innovation. Modular plant design and
construction is an example of this. Reactor system design can
be standardized through a global pharmaceutical company,
utilizing nearly identical units in multiple locations. Don
Hall, President of Engineered Technologies, a manufacturer
of pre-engineered modular reactor systems sees operational
effectiveness as a competitive advantage. “T'oo much capital
is wasted in ‘border disputes’ as a plant design progresses
from concept through detailed engineering. There should be
a standard design that conforms to global codes, cGMPs, etc.
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Of course, there are barriers: technology is constantly chang-
ing, each client has his own preferences, and engineers don’t
like to use another engineer’s work.”

For an API plant, asset utilization implies much more
than smart production scheduling. Facilities must be adapt-
able to accommodate the range of chemistries, potencies, and
batch sizes that could be demanded. Turnaround time be-
tween batches and campaigns must be fast with effective
cleaning and smooth start-up.

API plant turnaround has long been a problem area for
operating companies. Normally, such companies run a cam-
paign of one product or intermediate before cleaning the
plant and reconfiguring it for another. This can be costly. Lost
production time on a reaction train may easily equate to a cost
of several tens of thousands of US $ or € per day. Moreover,
plants that are difficult to turnaround encourage extended
campaigns and lengthy overall production cycles. Turnarounds
lasting months rather than weeks often lead to campaigns
taking over a year to move from starting material to the final
stage with the consequent costs of work-in-progress material
and lack of flexibility to meet changes in demand.

Thus, operating companies increasingly focus on design to
facilitate cleaning (e.g., long-radius bends, elimination of
dead-legs and convoluted passages) and designate turn-
around leaders, together with the resources necessary to
reduce lost time. One such company has reported turnaround
durations being slashed by 50% through appropriate staffing
levels at critical periods, better documentation, and thorough
planning. In addition, optimized cleaning methods, integra-
tion of re-rigging activities, and structured start-ups have
enabled the rapid onset of trouble-free production.?

Time-to-Market

Just as big pharmaceutical companies struggle to shorten
product development time so they can maximize effective
patent life, the generic firms compete intensely to be the first
on the market with their product, when products come off
patent. This is reinforced by the 1984 Hatch-Waxman Act in
the US which provides 180 days of exclusivity for the first
successful generic patent challenge. The first to market a
substitute is often the big winner in the competitive generic
business.

Hatch-Waxman also permits patent owners to recover
time lost during a protracted drug approval from the FDA.
Patent protection is normally 20 years; up to an additional
five years protection is granted. Congress included the extra
time to assuage patent holders and balance the provisions
that permit generic companies to develop manufacturing
processes and submit bioequivalence studies prior to the
drug going off patent. The generic versions can be manufac-
tured and be ready for market immediately upon patent
expiration. New provisions in 2003 close loopholes that, in
the past, enabled innovators to delay entry of the generics
indefinitely, or that enabled an innovator to enter into a
private agreement with a generic firm that would effectively
delay the start of the 180-day exclusivity period.

Europe has a much more restrictive law. Supplementary
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Protection Certificates (SPC) prohibit plants in EU countries
from supplying any drug for qualifying and registration
purposes before the drug has lost patent protection. This
effectively extends patent protection for an additional six
years.

APIs Production Relocation

These circumstances (cost pressures and Europe’s SPCs),
along with global politics, have fueled the development of the
API industry in India and China. The FDA maintains a list of
Drug Master Files (DMF) submitted by manufacturers that
want to obtain approval for generic versions of drugs (using the
Abbreviated New Drug Application process). While DMF de-
tails are confidential, their existence is public record. We
analyzed the DMF filings and found a steady increase in Asian
submittals — Figure 1. Moreover, within the Asian segment
there has been a shift from Japan toward India and China.

API manufacture in China is increasing and it is report-
edly due to their cost advantage.* However, chemical manu-
facturing is technology and/or capital intensive, resources
that are scarce in China compared to their biggest advantage,
the large labor pool. The competitive advantage for Chinese
chemicals is perhaps unfounded except for the intensity with
which at least certain Chinese provinces are pursuing the
endeavor.? Western innovators are wary of transferring tech-
nology to China because it may not remain secure. Chinese
products have therefore tended to be chemicals with well-
known synthesis paths.

India is known for its low-cost base combined with strong
R&D capability. Indian pharmaceutical companies have com-
plex synthesis capabilities and experience with cGMP com-
pliance. Their large local dose market gives them the ability
to test their products. There are many strong chemists with
PhDs from the US or Europe.

A recent development is that partnerships have developed
between advanced R&D companies in India and API manu-
facturing firms in China. “An API manufacturer that com-
bines the low R&D costs of India with the low manufacturing
costs of China would produce active ingredients at an excep-
tional price.”™ The inevitable result is that Western API
manufacturers must either try to compete with Indian-Chi-
nese partnerships on the basis of price or provide added value
—which includes an extremely high level of custom synthesis
capabilities.

Historically, three factors have restricted the extent to
which large pharmaceutical companies choose to manufac-
ture APIs in India or China:

¢ Western manufacturers have had the advantage of being
located near to the discovery and development sites, where
synthetic routes are first developed. This has enabled
them to develop a high level of synthesis capability, en-
hanced by the ease of technology transfer this provides.

¢ Large pharmaceutical companies are very reluctant to

transfer technology where this incurs commercial risk.
The slow progress on product patent law enforcement,
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Figure 1. Drug Master Files. Since 1990, the number of type Il
DMF submittals has held steady at about 300 per year, but the
percentage of submittals from Asia has increased from 20% to
37% with all of the increase coming from India and China.
(Source: AMEC analysis of FDA data).

coupled with a high level of product counterfeiting, are
major deterrents to technology transfer.

¢ Industry mergers and acquisitions, improvements in op-
erating performance, and the decreased volume demand
through greater product potency have led to western API
facilities having excess capacity that they have used in
preference to manufacturing elsewhere.

For reasons such as these, there is a very limited migration
of API manufacture from the West to India or China. We can
expect continued growth from indigenous manufacturers,
and in the medium to long-term, this may encourage western
companies to transfer production.

In addition, the current tense global political situation
may delay or inhibit movement of the API industry to Asia.
Consider that a flexible API plant would be capable of
synthesizing exactly those chemical materials that could be
used in weapons of mass destruction. The Australia Group
(AG), an informal forum of 33 nations, agrees that export
controls are required for technology or equipment that could
be used to manufacture chemical weapons.’ The United
States requires export licenses for such technology, in accor-
dance with the AG and also in fulfillment of obligations under
the Chemical Weapons Convention (CWC). In addition, the
US licenses so-called “dual-use” technologies, which are de-
signed for a commercial application but could be turned to
military purposes. Although export of such technology has
not, apparently, been inhibited to date, the legal tools for
doing so are in place.
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Technology Transfer

One result of these various business forces is the growing
importance of technology transfer. Processes developed in
the laboratory of drug discovery organizations may be trans-
ferred to the site of a major pharmaceutical company for
clinical trials manufacture and then elsewhere for commer-
cial launch. Subsequently it may move — at a different scale
— to a contract manufacturer for mature phase production.
Successful technology transfer demands careful analysis and
management of technical, regulatory, and organizational
issues in all areas of owner and supply chain operations.®

Chemical Manufacturing
New Chemical Entities (NCEs) are usually invented, devel-
oped, and clinically tested by the major pharmaceutical
companies and their collaborators. The innovator typically
obtains patent protection, and often produces APIs in their
own facilities. Many of these plants are old.

On the other hand, off-patent generics are usually formu-
lated and packaged by one company that purchases the APIs
from a contract manufacturer. The API manufacturing pro-
cess can be developed by the contract firm, provided by the
generic company, or developed by the two companies working
together. APIs for generics are usually tested for bioequivalence
to the branded version; clinical trials are not necessary.
While the basic chemistry may be similar, the pressures
faced by manufacturers of branded drugs differ from generic
API manufacture in several important ways.

In 2000, more than 80% of the API facilities inspected by
the FDA were comprised of batch organic chemical synthesis
technology. Although an increase in biotechnology is occur-
ring, chemical synthesis in the ubiquitous glass-lined reactor
continues to be the workhorse of the industry, and most API
plants still utilize stirred tank reactors.

Challenging Performance Standards

The great majority of synthetic API processes are focused on
stirred tank reactors — commonly made of glass-lined mild
steel or a high-grade steel alloy. Such reactors have many
advantages, not least their flexibility to accommodate a wide
range of processes and the familiarity with them built up by
operating companies. Moreover, countless such plants al-
ready exist and many are under-utilized. However, an ever-
growing body of evidence proves that such equipment is not
always the best solution.

Britest Ltd, a “not-for-profit” company, is based in the
UK." This organization comprises industrial members, such
as GlaxoSmithKline, Avecia, and Rhodia, and academic part-
ners (University of Manchester Institute of Science and
Technology and London’s Imperial College). Britest seeks to
set new standards in performance by step change improve-
ment in competitiveness. They do this by challenging existing
process concepts with structured analyses of business, chem-
istry, and process driving forces. This results in first principle
specifications of equipment performance and plant configu-
rations. For example, charting heat transfer and mass trans-
fer performance of various reactor configurations shows that
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the traditional stirred tank model has the worst performance
compared to alternatives such asloop reactors, microreactors,
and spinning disc reactors. Early results have been highly
encouraging with operating companies reporting significant
savings in capital and operating costs, together with im-
provements to product quality.®

Chiral Compounds

Chiral chemistry is the “rising star” in pharmaceutical inter-
mediates technology.® Most reported developments in API
production relate to chiral chemistry. Single enantiomer
compounds — those that are one mirror image form of a
chemical that can exist as two distinct structures — comprise
36% of the API market and are growing approximately 10%
annually.’® According to Degussa sales literature, 80% of all
pharmaceutical products currently under development are
enantiomerically pure.

Pure enantiomers are produced for at least two reasons: 1)
by developing single-enantiomer forms of drugs that had
previously been approved as racemates (a mixture of two
enantiomers), innovators can obtain new patent life (a key
defensive move against generic competition) and 2) pure
enantiomers may have a better therapeutic effect or the
unwanted form may actually be toxic. A drug that works
perfectly well as a racemate, even though one of the stereo
forms is non-therapeutic (but not harmful, either), can be
reformulated as a single-enantiomer to gain new life. But
NCEs being developed may only be useful in the single- form.

It is difficult to produce the pure compounds. In one
scheme, asymmetric catalysts are developed that are specific
to a particular reaction. The catalyst blocks reaction at the
unwanted stereo sites. However, the catalysts may have
harmful components that can contaminate the batch (e.g.,
metals), are often restricted to single use, and may require
extreme operating conditions (such as cryogenic tempera-
ture).

Another scheme utilizes biocatalysts which are enzymes
or enzyme-containing microorganisms. When available, a
biocatalyst may shorten the total reaction time by accom-
plishing the chemical transformation in fewer steps com-
pared with other methods.

Pure enantiomers also can be isolated from racemates
(two distinct structures) using chiral liquid chromatographic
separation. Many big pharmaceutical companies are testing
Simulated Moving Bed (SMB) chromatography to separate
two or more fractions semi-continuously from racemate mix-
tures.

The trend to chiral chemistry impacts pharmaceutical
engineers who must design for wider temperature ranges
(especially low temperature reaction conditions), accommo-
date new catalysts, specify new equipment (such as SMB),
and develop new analytical techniques (both in-situ and off
line).

Other Chemistry Trends

There are many developments in the chemistry field that are
well beyond the scope of this article. For example, at least one
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company is developing synthesis routes that are undertaken
at room temperature (instead of cryogenic) with the major
drawback being the explosive nature of the catalytic chemis-
try. Diazomethane, a toxic and explosive gas with the heat of
explosion being similar to the RDX used for military pur-
poses, presents a very unusual handling problem.!!

Other difficult reactions involve hydrogen cyanide, air-
sensitive and water-sensitive reactions, radiosynthesis, n-
butyl lithium, and triphosgene. Separative reactors which
allow a chemical reaction and a separation to occur simulta-
neously have attracted much academic interest because of
their potential to improve the economics of key processes.
Reactive distillation is one such example. However, this
interest is not yet matched by the commercial uptake. Tech-
nological barriers include inadequate scale-up and simula-
tion capability, lack of validated thermodynamic and kinetic
data, and a shortage of suitable materials for some types of
catalyst.?

Some researchers are using smart polymers with proper-
ties that can be varied in a controlled manner. For example,
some polymers can be given temporary magnetic properties
under certain conditions, enabling selective reactions and
separations - Figure 2a and 2b.

Highly Potent Compounds

According to a report by SRI Consulting, some 25% of the
7,000 drugs currently under development involve highly
potent API compounds, compared with 5-10% of the drugs
currently on the market.!® This is due to several factors. New
chemical methods permit the development of very refined
molecules; instead of having a large molecule with a small
active site, the active portion can be isolated which makes the
compound highly potent. Therapies against tumors often
require extremely toxic chemicals, and this is an area of
intense research. Also, drug delivery methods, such as
transdermal patches, demand chemical forms that are more
potent because of their structure or particle size.

The Occupational Exposure Limit (OEL) for such com-
pounds is typically less than 10 pg (8-hr time weighted
average). An implication of being more potent is that lower
production volumes are required; this leads to synthesis in
smaller equipment.

API plants contain many sources for airborne dusts that
would adversely affect the health of employees, including
dispensing, sampling, centrifugation, drying, milling and
packing. New plants are designed to contain these operations
with secondary containment provided by filtering air ex-
hausted from the process rooms. However, it can be problem-
atical to retrofit existing facilities to achieve the same con-
tainment level.

Designing for containment requires a holistic approach.
All potential sources of operator exposure are identified and
characterized. Ways to reduce exposure to acceptable limits
are evaluated. The design should account for the instanta-
neous and time-weighted quantities of harmful dusts and
vapors that reach an operator’s breathing zone. Additional
considerations include: cGMPs, the chemical process (can it
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Figure 2. Potent compounds are dispensed into a reactor using a
glove box. The reactor and associated components (2a) are
separated from dispensing (2b), thus protected from external
contamination, by the wall. (Source: AMEC).

be altered?), safety, training, instrumentation and controls,
ergonomics, and cost. Supplementary activities such as clean-
ing and maintenance must be factored.

ICH Q7A has important guidance for facilities processing
highly potent compounds. “The use of dedicated production
areas should be considered when material of high pharmaco-
logical activity or toxicity is involved (e.g., certain steroids or
cytotoxic anti-cancer agents) unless validated inactivation
and/or cleaning procedures are established and maintained.
Any production activities of highly toxic non-pharmaceutical
materials, such as herbicides and pesticides, should not be
conducted using the buildings and/or equipment being used
for the production of APIs.”!

Regulatory Issues

International pharmaceutical regulations are gradually be-
ing harmonized — but there is still some considerable way to
go. In the meantime, manufacture — like all other aspects of
the supply chain — must take account of differing regulations
in both the host country and the markets where the products
are sold. This is just one factor that must be considered by
organizations that expect to transfer technology and reorga-
nize their global supply networks.

Good Manufacturing Practices

“cGMPs are not regulatory or statutory requirements for
APIs, therefore not legally binding, but utilizing cGMP guid-
ance is important in order to produce products that meet the
purity standards claimed by the manufacturer.” (Edwin Rivera
Martinez, FDA).

The two best sources for cGMP guidance are ISPE’s Bulk
Pharmaceutical Chemicals Baseline® Guide,'® and ICH Q7A,
GMP Guidance for Active Pharmaceutical Ingredients ** ISPE’s
Baseline® Guide was written by pharmaceutical engineers
and represents a consensus (with the FDA) as to what design,
commissioning and qualification concepts constitute regula-
tory compliance. ICH Q7A is an internationally accepted
guidance document regarding good manufacturing practice
for the manufacturing of active pharmaceutical ingredients.
Prepared and published by the International Conference on
Harmonization, it was adopted by the FDA in August 2001,
who will “use it exclusively as guidance for measuring compli-
ance practices.”®
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ICH QT7A applies to chemical manufacturing, beginning
with the step when API starting material is introduced into
the process. Starting material is defined as material used in
production of an API that is incorporated as a significant
structural fragment into the structure of the API. Starting
materials normally have defined chemical properties and
structure. It is up to the manufacturer to determine and
justify the step where starting materials are introduced.

Environmental Protection

Compliance with environmental laws tends to be reactive
because the cost and effort required are high. Laws vary
widely around the world. This complicates technology trans-
fer, and can provide significant cost advantages to plants in
less regulated countries.

Air emissions are often controlled by collecting vapors in
vent pipes and using end-of-pipe treatment technology such
as incineration, carbon adsorption, or cryogenic condensa-
tion. There is a trend away from using site-wide “envelope”
analysis; environmental laws in the US and UK require that
each vent be characterized and appropriately treated. In the
US, Maximum Achievable Control Technologies (MACT) are
required for major pollution sources. The UK issued the
Integrated Pollution and Prevention Control Directive (IPPC)
that requires written forecasts of production technologies
and raw materials.

Secondary sources of air pollution also must be addressed
in the US and Europe. These include fugitive emissions from
leaking equipment and evaporation from wastewater and
solid waste effluents.

Wastewater effluents may be the next big challenge. In
addition to Volatile Organic Chemicals (VOCs) that evaporate
from the water, there is growing concern that active pharma-
ceutical ingredients, in minute quantities, are migrating into
the environment by way of wastewater. APIs may not be
destroyed or removed by conventional treatment technology.
Studies are underway to determine their ultimate fate, includ-
ing the possible accumulation in plants and animals.

Solid wastes, such as used filter cloths, drum liners and
residual chemicals, should be collected and isolated for proper
disposal. Defining “proper” is the key question and can have
amajor impact on the plant’s bottom line. Options range from
simple landfilling to incineration. Consideration should be
given to the potential long-term effects of disposal, but the
feasibility of the chosen solution may change with time. UK
regulations now prohibit disposal routes that some compa-
nies used earlier. For example, all liquid hazardous waste
and all corrosive, flammable or infectious waste is now
banned from landfill, while all other wastes have to be clearly
identified and labeled.

Emergency planning is a crucial component of environ-
mental protection. A spill, leak, or deflagration could cause
significant harm if highly potent compounds were released.
Expensive cleanup would result from the release of standard
solvents. Secondary containment has long been the answer to
this problem. Exhaust air from building ventilation systems
is often filtered to capture fugitive emissions and toxic dusts.
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Equipment that requires an emergency vent (for overpres-
sure protection in the event internal deflagration) can be
built to withstand and contain the pressure wave, thus
eliminating the need for the vent.

Security
Global terrorism has raised concern over the safety of chemi-
cal plants. A typical API facility may not look like a high-
profile target, but due to the potential consequences of a
plant-destroying event, site security warrants more than a
cursory glance.

Security measures should consider many factors including:

e Physical security:lighting, intrusion detection, access con-
trols, grounds landscaping, physical barriers, projectile
shields, guard force

e Computer and utility protection: cyber barriers, failsafe
computer backup, redundant utilities

e Emergency planning, training and exercises: coordinate
response planning, provide for certified training, consider
blast and fire-safe control rooms, evaluate potential crime
impact, establish testing and maintenance schedules,
inspect emergency exits, appoint on-site response teams

e Process control: establish safe shutdown procedures, in-
vestigate add-on safety equipment, plan for product trans-
portation

e Design: prioritize safety in design, reduce/eliminate inher-
ent hazards, make architects aware of safety concerns,
establish construction materials standards, evaluate set-
backs from property boundaries to create buffer zone

e Auditing procedures: establish materials accounting pro-
cedures, establish theft prevention guidelines, audit in-
ternal security, provide for certified third-party audits

e Administrative controls: establish policy statements, line
item security budgeting, security record-keeping systems,
labor dialogue.

Conclusion

Many changes in chemistry, the business environment, and

world affairs are described in this article. The API industry

is profoundly affected; pharmaceutical engineers must be
aware so that new plants are designed to compete effectively
in the global market and that the service life of existing plants
can be maximized.

Specific API plant design features will be discussed in
future articles, emphasizing practical solutions and design
procedures.
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This article
discusses two
life cycle
documents: the
User
Requirements
Specification
(URS) and the
Functional
Specification
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Introduction

magine a resource from which engineers,

designers, and end users can draw practi-

cal information that compiles the good

practices, procedures, and technical compe-
tence of top operators and researchers, and has
validation significance. This compilation of best
practice may be found in the GAMP Guidance,
a comprehensive reference of good practice,
tailored specifically to automated systems. An
article covering all aspects of GAMP could not
be justified if limited to a few pages or less;
therefore, this article covers two key life cycle
documents:

¢ the User Requirements Specification (URS)
¢ the Functional Specification (FS)

The User Requirements Specification (URS) is
intended to define end user expectations with
regard to features, functions, and overall ap-
pearance of proposed process equipment and
associated operations. The Functional Specifi-
cation (F'S) is intended to provide a working
interpretation of the URS and an implementa-
tion strategy by external consultants or con-
tractors. Unlike the Code of Federal Regula-
tions, neither the URS nor FS are directly
enforced by FDA mandates. Nevertheless, the
development and adherence to both makes
practical sense with regard to speedy develop-
ment, competitive engineering, and the FDA-
enforced validation practices.

URS and FS Defined
Before the URS and FS can be defined in
accordance to GAMP guidance, it is important
to understand the association they have with
the stages of development or “life cycle” of a
particular product line. The series of life cycle
documents prepared up to and throughout vali-
dation, start-up, and commissioning, begin-

ning with the URS and F'S, represents only one
stage of overall product development, and does
not stop at the successful completion of Perfor-
mance Qualification (PQ) testing. However,
since much of the work is required to essen-
tially “break the ground” of a new production
line (or product line enhancement), many enti-
ties with a broad range of differentiated tasks
are often involved, thereby requiring some
mechanism to organize the thought processes
and communication among players; and as a
tool to coordinate the construction effort. Fol-
lowing PQ and throughout the useful life of the
product line, the end user is generally respon-
sible for the continuation, refinement, and
maintenance of these life cycle documents al-
though some external consultation or support
may be retained. Therefore, the life cycle con-
cept as defined by the GAMP guidance is “an
approach tocomputer system development that
begins with identification of the User Require-
ments, continues through design, integration,
qualification, user validation, control and main-
tenance, and ends only when the commercial
use of the system is discontinued.” The signifi-
cance of the F'S is emphasized as a key compo-
nent to life cycle documentation due to its
inseparable link to the URS.

According to the GAMP Guidance, the URS
“describes what the equipment or system is
supposed to do, and as such is normally written
by the user. The URS may be sent to suppliers
as part of the vendor selection process. This
version should include all essential require-
ments (musts), and if possible, a prioritized set
of desirable requirements (wants).” Therefore,
the URS is essentially a document that is
generated (directly or indirectly) by the end
user, often with assistance from an external
consultant working on behalf of and sensitive
to the performance issues expressed by the end
user. It defines the key aspects of system per-
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formance following start-up/commissioning as verified by
PQ, often initiated during Site Acceptance. Following end
user sign-off and distribution, the end useris generally bound
by the “agreed-upon” terms and conditions, as detailed in the
URS throughout the detailed design and validation periods.

The FS, on the other hand, “describes the detailed func-
tions of the equipment or system, i.e., what the system will do.
An initial version of the FS may be produced as part of the
supplier response. Further revisions of the F'S are prepared
in conjunction with the user. The F'S links to OQ which tests
all the functions specified,” communicated by those typically
responsible for interpreting the URS in an effort to satisfy the
objectives of the end user. Therefore, the F'S represents the
effort generally put forth by those contracted by the end user
(or contractor representing the end user) to engineer, design,
and build equipment and/or systems to meet end user expec-
tations as outlined in the URS. The assessment performed by
the end user of such effort generally occurs during Factory
Acceptance Testing (i.e., at the site of development) through
the execution of Operational Qualification (OQ) test protocols
assembled by validation consultants, auditors, or groups
within the end user hierarchy.

Both the URS and FS are vital documents essential to a
successful validation program -- the details of which are
typically outlined in the Validation Master Plan (VMP). The
relative positions of these key life cycle documents (under-
lined) are illustrated in Figure 1.

Since the author of the F'S is typically a contractor hired by
the end user to satisfy the objectives of the URS, a traceability
matrix is usually advised to objectively identify and link all
characteristics and propositions of the FS to the require-
ments detailed in the URS. Although not generally required,
the preparation of a matrix is strongly encouraged to help
ensure the FS is an accurate and complete interpretation of
the URS. An effective matrix example (Table A) is one that is
structured in tabular form, listing all requirements of the
URS, followed by a brief description of the methods, proce-
dures, and tangibles (i.e., hardware and software) proposed
by the F'S to address each item. A ‘checked by’ column should
be included for verification.

URS and FS Enforcement

Although the URS and consequently the F'S are not enforce-
able through FDA validation policy (i.e., 21CFR Parts 11, 210
and 211), they are widely accepted and frequently referenced
by FDA compliance auditors in determining the “validatable”
state of a process unit, control system, or entire operation. By
using the GAMP life cycle documents as communication tools
to collect and refine important information pertinent to end
user performance expectations and operational requirements,
elements of the FDA enforcement can be derived through
validation-specific detail as referenced in the URS and FS.
These “enforcement factors” add “bite” over standard “Scope
Documents” and “Operational Guidelines” most often ap-
plied as communication tools.

Since the End User may often lack the time and focus on
any particular project (often due to other priorities and/or

PHARMACEUTICAL ENGINEERING MAY/JUNE 2003

resource allocation issues), one may perhaps agree that it can
be quite a challenge to secure the assistance of those within
an end user hierarchy most closely associated with the
operation and maintenance of associated equipment. As a
consequence, the dissemination of reliable and complete
information on end user-anticipated performance regarding
new or revised operational equipment more often than not
falls short of an accurate and comprehensive reflection of the
actual needs of the ultimate users.

For the sake of accuracy and coverage of information to be
included in a user requirements document, management
support is essential to ensure all ultimate users (i.e., opera-
tions and maintenance personnel) are involved. This end
user-sponsored mandatory involvement should persist
throughout the evolution of the URS - a level of involvement
mandated by the end user management team whose enforce-
ment policy should not interrupt normal activities of the
employees, but should be strongly encouraged such that
appropriate measures and precautions are applied (in what-
ever form that is best for the end user). If human resource
allocation shortfalls exist and persist, the end user manage-
ment team should strongly consider external support that
can be readily relied upon to fill these voids. The key objective
here is to ensure that the URS is an accurate and complete
reflection of the precise end user expectations after project
completion. Some time also should be allocated by the end
user hierarchy to review the content of the FS to ensure
external contractors are not only properly interpreting all
provisions of the URS, but possess the capacity and compe-
tencies to do so.

URS/FS Evolution
Among the multitude of steps required for project planning
and execution, all associated disciplines should find resolve
through the evolution of a vehicle tied to regulatory mandates
and enforcement. From an automation point of view, the URS
is typically the first document to be issued following the Basis
Of Design (BOD) and VMP documents that govern the design
and validation efforts respectively. During the early phases
of project execution, the URS may function more like a “scope
of activities” document than a document with validation
significance. The evolution ofthe URS (throughout the project
life cycle) progressively adds credibility to the document as a
“validation mandate” - to be verified by way of PQ testing
during the Site Acceptance Testing (SAT) - accepted by not
only the end user, but third-party regulatory auditors as well.
The F'S, generated after the URS has been drafted, may follow
a similar evolutionary trail with emphasis placed on equip-
ment operations (verified via OQ protocol execution) as op-
posed to performance. In many cases, the end user justifiably
places more emphasis on the F'S (particularly if the engineer-
ing and design of a particular process is placed in the hands
of outside contractors) to ensure compliance to the require-
ments of the end user - even if a URS has not formally been
prepared. Note, however, given the circumstance just men-
tioned, an F'S without a formal URS places more risk than
necessary on the contractor. Therefore, the evolution of a
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URS Part Description of URS Part FS Part Description of FS Part Checked By
2.1 Control System shall utilize brand X PLC... 2.2 Model “A” PLC from X, Inc. shall be applied QRS
to perform sequential logic...
3.4 Analog 1/0 shall be 4-20mADC with 24 VDC 3.4 The PLC analog I/0 cards shall be provided Tuv
primary power for... with 250 Ohm precision...
5.2 All discrete tie-ins from field devices shall 6.3 The discrete field devices shall be linked WXY
be fieldbus... together using Devicenet...
7.1 Control System Historian shall be 21 CFR 8.2 The Historian shall consist of 0S/drivers, QRS
Part 11 compliant... applications S/W, H/W...

Table A. Sample matrix.

formal URS, with “FDA bite,” is strongly encouraged to
improve two-way communications and assist in the solidified
notion of shared accountability.

Benefits
The advantages derived through the use of GAMP-supported
documents as vehicles to establish initial contact and main-
tain continuous dialog between the engineering/design and
build contractors, and between the contractors and end users
alike are numerous; ten of these are listed:

1. URS as Viable Communications Tool

The importance of assembling input from the end user cannot
be underestimated. After all, the focus of most any design
project, pharmaceutical or otherwise, is to provide the end
user the equipment and services they require to sustain a
competitive margin in their respective market. Communicat-
ing the needs of the end user to those entities with the
resources to fulfill the expectations of the end user is often a
complex task. This is a particularly viable statement if the
end user may not be familiar with the variety of options
available or lack the resources to best achieve their ultimate
goals. Therefore, the preparation and subsequent utilization
of GAMP life cycle documents (at least in principle) are well
positioned to “unravel” the complexities of associated infor-
mation exchanges - primarily through the URS and FS as
effective communications media.

2. URS as Primary Reference Document
Considering that the BOD reflects the conceptual expecta-
tions of the end user with regard to capacity and approach,
the URS (as a working and evolutionary document) should be
prepared to provide direction and distinction far beyond the
intent of its earlier ancestors (including the VMP). The URS
must contain sufficient detail to accurately and effectively
direct the authors of the F'S to assemble a design consistent
with the needs of not only those marketing the products of the
end user, but also should include the needs of the operators,
maintenance technicians, parties involved with safety/envi-
ronmental regulatory enforcement, procurement specialists,
and onsite engineers. The URS and subsequent FS are
essential components in the assurance that detailed design
efforts, as described in the Detail Design Specifications and
other related life cycle documents, follow the appropriate
path toward compliance (to both the end user and regulatory
agencies).
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3. FS as Key Contractor Document

The FS is the key life cycle document by which external
contractors base their designs. Therefore, an accurate, com-
plete, and end user-approved version of the FS is essential.
Many external integrators and programmers, for example,
impose substantial “cost adders” to their proposed project
budgets without formal end user acceptance of the F'S and all
its constituents. These “cost adders” are justified and often
necessary to cover the increased risk of frequent and unsup-
ported “after-the-fact” design changes. Therefore, the alloca-
tion of some review time toward F'S acceptance often saves
the end user considerable costs due to “risk reduction,” as well
as a reduction in unsolicited change requests. As a side note,
the end user should be cautious of any contractor who claims
the F'S is an unnecessary project component for the sake of
“budget reduction” and competitive bidding.

4. Required by Validation Auditors

Although not an FDA mandate per se, most (if not all) entities
involved with the validation of automated systems reference
the URS and related documents to enhance the efficiency and
effectiveness of the validation effort, while reducing the total
amount of preparation work, risk, and associated costs.
Therefore, the use of GAMP guidance encourages the end
user to directly involve those responsible for the operation
and upkeep of the equipment and systems engineered and
specified.

5. URS/FS and the Divisions of Responsibilities
The associations between the URS and F'S as described in this
article provide clear distinction as to the roles and responsi-
bilities of the external contractors/suppliers and end user.
The importance of various project controls aimed at regulat-
ing the effects end user “wish lists” and contractor “extras”
have on project budgets and schedules is paramount.

6. Evolution of URS/FS

The evolution of the URS/F'S helps to ensure continuity from
one execution phase to the next, and may, depending on the
nature of the documents prepared, assist in interdisciplinary
coordination - often a complex “web to untangle.”

7. Management Of Change (MOC)

The URS/FS can be viable tools during their evolution to help
manage change requests by both the end user and contractors
associated with a particular project. The value of the Trace-
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ability Matrix can be felt by ensuring the FS is updated,
reviewed, and approved accordingly. The URS/FS should not
replace existing MOC procedures on either the end user or
contractor side, but be structured to work with these (often
existing) sets of vital policies and procedures. Note that it is
not uncommon for an entity’s MOC processes to have strict
CFR implications due to their potential impacts on the
environment and safety (i.e., 29 CFR, Part 1910.119).

8. Work Scope Boundaries

Some end users desire turnkey installations with little inter-
nal employee involvement, others desire absolute control. In
either case, the URS, through an element of enforcement, and
the F'S, as a formal interpretation of user requirements, may
better define the lines between designer creativity and user
expectations, helping to minimize the occurrence of stray
tasks.

9. Establishing Positive Relationships

Using the URS as a “scope of design” and the F'S as an
“acknowledgement of design,” their transformations to com-
prehensive and formal validation documents for use by exter-
nal validation consultants is greatly facilitated (and may
even be greatly appreciated by both auditors and end user
alike, thereby leading to additional opportunities for rela-
tionship building).

10. Standardization through GAMP

The URS, F'S, along with other key life-cycle documents, are
established validation deliverables described in the GAMP
guidance to provide an element of standardization through-
out the industry. This standardization effort provides a
common language, terminology, and procedural task flow
essential to accurate, comprehensive, and competitive project
implementation and maintenance - it simply makes sense.

Significance of 21 CFR Part 11

With the increasing availability of highly sophisticated com-
puter systems capable of processing and centrally registering
enormous quantities of information, the advantages of full-
scale automation had become evident. However, with the
increased power and capacity of computer systems, coupled
with the desire to electronically register, process, and file
production data in the form of batch records, security likewise
had become an area of considerable concern. For this reason,
the FDA (in association with other regulatory agencies,
standards organizations, manufacturing facilities, and con-
tractors) have compiled a set of rules that the end user, and
those in association with the end user, must comply with in
order to maintain, manage, and preserve the integrity of
historical electronic records. This set of rules are collectively
presented and organized in the 21 Code of Federal Regula-
tions (CFR) Part 11 (or Part 11).

The Part 11 structure consists of two key components: 1)
Electronic Records and 2) Electronic Signatures. Per code,
the concept of Electronic Records (or Erecs) “applies to those
in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted, under any records re-
quirements set forth in Agency regulations.” Therefore, for
example, it is not in the best interests of the end user to
assume all data in electronic form are subject to Part 11.
Therefore, the URS should be the key component precisely
differentiating what information collected (by the end user) is
vital for maintaining and ensuring the safety and efficacy of
their human-consumable product offerings from data to be
used for academic and internal purposes.

To ensure continued compliance to Part 11, the Electronic
Signatures (or Esigs) component links the electronic record
(and any data contained within the record) to an individual or
group that can verify the information is derived from reliable
validated sources.

USER REQUIREMENTS
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SPECIFICATION

v

FUNCTIONAL

A
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Verifies
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Figure 1. A basic framework for specification and qualification.
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In addition to the identification of data subject to Part 11
policy, the URS (and subsequently the F'S) should contain
references and/or statements regarding specific procedures
detailing the handling, security, and authentication of such
information (via username/password prompts, audit trails,
and other metrics). The overall objective of the URS/FS
combination is to ensure end user compliance to Part 11 and
the total elimination of “483” violation letters issued by FDA
auditors.

This article is not intended to cover all the details of Part
11 policy or its implementation. However, the importance of
the URS/FS as vital communications tools among those
parties involved in Part 11 interpretation, implementation,
and compliance is stressed. Note that Part 11 is a subcompo-
nent of validation and is not intended to replace any compo-
nents of the validation process.

Conclusion
Until the next revolutionary communications processes
emerge, and more viable tools are identified, GAMP philoso-
phy can be readily applied in validated projects such as those
with an automation scope. Starting with the URS/F'S combi-
nation of life cycle documents, the GAMP methodology may
be employed to help manage dialog between the contractors
and associated parties (including the end user), establish
enforcement protocols, and cover bases of inconsistencies and
deviations. As the URS and subsequently the FS evolve
throughout the detailed design phases, for example, the
compromise between flexibility and rigidity can lead to stron-
ger and more profitable end user-contractor relationships
well into the future...and of course, a positive reputation
breeds a persistent flow of opportunities (not only for the end
user through increased profitability, but for the contractor’s
continued contributions to the bottom line of the customer).

References
1. GAMP Guide for Validation of Automated Systems, GAMP
4 (ISPE (GAMP Forum), 2001).

2. Code of Federal Regulations 21, Parts 11 (August, 1997),
210, and 211.

©Copyright ISPE 2003

GAMP Life Cycle Documents

3. CRB Reference Library on GAMP-related Policies and
Procedures. CRB Consulting Engineers, Plymouth Meet-
ing, PA. Various applications and releases.

About the Author
Matt Bothe is a licensed Professional Engi-
neer in four states (NY, CT, PA, and TX) and
serves as Senior Automation Engineer for
CRB Consulting Engineers, Inc. at their Ply-
mouth Meeting, PA office. He is responsible
for the specification and selection of instru-
mentation and process control methodolo-
gies (for both continuous and batch opera-
tions), and provides comprehensive services in the areas of
FAT/SAT/IQ/0Q/PQ, 21 CFR Part 11, and general validation
support. He possesses BS degrees in both chemical and
electrical engineering from NC State University, Raleigh,
NC, a Certificate of Graduate Completion in hybrid circuit
design from National Technological University, Fort Collins,
CO, and an MBA from Texas A&M-Corpus Christi. He is
currently an active member of ISPE and ISA, and former Key
Person Chairman for the IMC. His experiences are primarily
centered on Instrumentation and Process Controls (includ-
ing Advanced Control) in a variety of industries that include
automotive, power, commodity and bulk chemicals, and
biopharmaceuticals. Some of his major accomplishments
include the design and installation of a comprehensive 17-
node Power Quality Monitoring System, design and installa-
tion of redundant model-based PLC-resident Rectifier Con-
trol systems for a Chorine-Caustic production facility, ad-
vanced custom controller based on Iterative Convergence
Control Technology for a major chemicals manufacturer, and
participated in and supervised numerous large and small
DCS/PCS installations in large scale chemical facilities. In
support of his areas of responsibilities, he has created numer-
ous database and software applications using VBA, SQL, and
Visual C++. He can be contacted at: matt.bothe@crbusa.com.

CRB Consulting Engineers, Inc., 220 W. Germantown
Pike, Suite 170, Plymouth Meeting, PA 19462.@

MAY/JUNE 2003 PHARMACEUTICAL ENGINEERING

5



This article
discusses an
innovative
approach to
applying single-
use disposable
fluid path
technology to
final fill and
finish
operations.

Figure 1. A disposable
filling system showing
the disposable reservoir,
tubing and needle
assembly along with
hardware for mounting
on a filling line.
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Introduction

rowth in new protein-based biotech-
nology products, vaccines, gene therapy
drugs, and synthetic chemical entities
in injectable form has fueled the need
for accurate, safe, and easy-to-use process sys-
tems that meet the demands of today’s fast
paced drug development cycles and increas-
ingly stringent regulatory requirements. An
industry need for improved economics, en-
hanced speed to market, and prevention of
cross contamination has driven the develop-
ment of disposable components. New enabling
technologies for disposable manufacturing are
optimizing biopharmaceutical drug production
by eliminating the need for the conventional
cleaning, autoclaving, and steam sterilization
of equipment. The recent advent of gamma pre-
sterilized flow paths, reservoirs, storage con-
tainers, sterile filters, and connecting devices
is helping to achieve the highest level of safety
by providing for the operator-free intervention
of sterile parts and elimination of aseptic as-

sembly of equipment.
Recent innovation has brought the benefits
of single-use disposable manufacturing to final
fill and finish operations for sterile injectable

drugs, ophthalmics, and large volume
parenterals. The primary benefits of such single-
use technology are the absence of risk associ-
ated with product cross contamination along
with fast, easy set-up. These benefits can be
translated directly to bring drugs to market
faster and more cost effectively, primarily by
facilitating multi-product filling facilities and
reducing the validation burden. The complete
disposal of all product contact surfaces elimi-
nates the need for conventional equipment
cleaning cycles and minimizes downtime be-
tween filling campaigns. Disposable fillinglines
offer added operator and product safety with
the complete containment of the drug, making
these filling lines especially suited for cytotoxic
or biohazard fills.

Conventional Filling Techniques
In conventional filling operations, product con-
tact surfaces such as tubing, filling needles,
reservoirs, and pump components are typically
autoclaved or steam Sterilized-In-Place (SIP)
before use. Autoclaved components are asepti-
cally assembled on the filling line which is
located under laminar flow conditions in a
cleanroom or barrier isolator. The contamina-

Measuring
?eliv?:ry Line Tubes
rom Customer
Supply Reservoir /
—_—
Supply Tubes

Filling Needles —

tion of equipment and
product contact sur-
faces can occur at ev-
ery intervention point
during theinstallation
process. The assembly
process is usually time
consuming and is com-
plicated by the re-
stricted movement of
an operator wearing
protective gear in the
cleanroom environ-
ment.
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After the filling operation is complete, the product contact
parts must be disassembled, cleaned and sterilized before
reuse. Cleaning regimes usually involve the use of caustic
and/or cleaning solutions along with Water-For-Injection
(WFI). Depending on the type of filler and associated reser-
voirs, the cleaning process may take several hours and
require special cleaning equipment. It is important that the
cleaning process be validated before implementation to en-
sure the absence of product carryover from previous batches,
and that proper cleaning cycles are performed by following
predetermined Standard Operating Procedures (SOPs). Add-
ing to the complexity of the cleaning, accurate cleaning data
must be recorded and kept for possible regulatory inspec-
tions. These required procedures often delay the rapid intro-
duction of a product into the marketplace or add a level of
inefficiency to the daily manufacturing environment.

Conventional filling machines use either a piston pump,
diaphragm pump, or time-pressure system to deliver the
product to the vials. In a piston pump system, a reciprocating
piston accurately dispenses a predetermined volume after
each positive stroke of the pump. The accuracy of the pump is
determined by the precise fitting of the highly machined
parts and is most accurate when new. Filling accuracy can be
compromised by pump wear during the filling cycle with the
distinct possibility of introducing particles into the product.
Care must be taken to prevent pump damage during the
regular assembly and disassembly of components after fill-
ing. Damage to the machined parts compromises accuracy
and precision, and in most cases, renders that part useless. It
is common for companies to prepare spare pumps and compo-
nents for use in the event of mishandling or problems during
critical filling operations. In some instances, piston systems
can be steamed in place, but close tolerances around the
piston and the cylinder complicate the sterilization process.

Time-pressure filling involves an enclosed pressurized
reservoir, flexible tubing connecting the reservoir to the
filling needle, a pinch valve, and a timer. The tank is usually
pressurized by a nitrogen supply tank and the desired fill
volume is achieved by a timed opening and closing of the
pinch valve. The technique has minimal moving parts and
has gained some acceptance because it is relatively simple to
use. The disadvantage of time pressure filling is the variabil-
ity of the process, especially for lower volume fills. The
components also require regular cleaning and sterilization
with a steam-in-place set-up.

Disposable Filling Technology
Disposable filling is based on a liquid dosing principle that
uses pre-sterilized disposable components for all product
contact surfaces. Gamma pre-sterilized and pre-assembled
components provide greater filling process security by elimi-
nating the need for the aseptic assembly of pumps, reservoirs,
tubing, and needles. The technique provides an improved
level of flexibility and ease of use by allowing the easy change-
over of product contact surfaces in a cleanroom or barrier
isolator environment.
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One type of disposable filling technique is offered by
peristaltic pump systems. These are single or multiple head
pumps that operate by pushing liquid through a flexible tube
with a hardened roller. In a filling line, the pump is operated
intermittently, dispensing a measured amount of liquid
through the filling needle to the vial on the filling conveyor.
The pump tubing may be replaced for each filling batch and
may be pre-sterilized with an autoclave before insertion into
the non-sterile rotating pump head. The system is relatively
simple, and there are no piston pumps to assemble or valves
that might contribute particulates.

The accuracy and reproducibility of the peristaltic pump
system relies on tubing consistency in the pump head. Natu-
ral variation in the tubing diameter, wall thickness, and
flexibility can affect filling accuracy, while operational vari-
ability can result due to stretch, compression, fatigue, and
tubing wear. As with conventional filling systems, peristaltic
filling systems require that product contact parts such as
filling needles be prepared, cleaned, sterilized, and reas-
sembled each filling day. This requirement necessitates a
validated cleaning protocol for the safe operation of the
system.

A second, novel, disposable filling technology has recently
been developed by Millipore Corporation in conjunction with
Filvek. The technology provides for an accurate volumetric
fill driven by gravity which does not require the use of a pump
or a pressured system. The disposable filling system, as
illustrated in Figure 1, comprises a hardware component and
a disposable pre-sterilized assembly of tubing, reservoir, and
filling needles. The disposable component is discarded after
each filling operation, obviating the cleaning and steriliza-
tion of the product contact surfaces. The single-use device
also prevents the possibility of cross contamination between
batches. This allows for the complete segregation of drugs
using the same filling lines and is especially useful for multi-
use facilities or contract filling operations. The integrated
design of the disposable filling device, including needles,
tubing, and reservoir provides an extra level of operator
safety during equipment disassembly, minimizing the risk of
exposure to the drug product. This margin of safety becomes
especially advantageous for use with cytotoxic or biohazard
materials - Figure 1.

The operation of this dispensing system is based on a
gravimetric volumetric fill principle and works with a fill and
discharge cycle as seen in Figure 2. The reservoir, filled to a
set level with the sterile drug, serves as a capacitance buffer
and is fed from an external sterile holding tank. The volume
of liquid in this reservoir is precisely controlled by a sensor
located external to and behind the reservoir which detects
and maintains the liquid level to approximately 0.5 liters.
This control is achieved by a feedback loop from the sensor to
aperistaltic pump or a pinch valve fed from the sterile holding
tank.

When the upper pinch valve (Figure 2) opens, liquid,
driven by a small head of pressure, flows from the reservoir
into the measuring tube. The upper sensor on the measuring
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Figure 2. A disposable filling system operation. Charging the measuring tube and subsequent dispensing of the sterile product through the

filling needles.

tube recognizes the liquid meniscus and closes the upper
pinch valve. The measuring tube is now filled with a repro-
ducible volume of liquid. The charged measuring tube is now
ready for dispensing to the vial. Depending on the number of
filling heads required for the line, the reservoir may feed
several measuring tubes. To allow for the equilibration of
pressure in the measuring tube with the reservoir head
space, the top of the tube is vented back to the reservoir. This
provision serves to maintain the sterility of the liquid to be
dispensed by forming a closed circuit - Figure 2.

In the vial filling cycle, the drug is transferred from the
measuring tube to the filling needle located on the filling line.
Once the vials are indexed, the lower pinch valve is opened.
Again, driven by a head of pressure, the liquid flows past the
lower pinch valve into the vial. When the meniscus triggers
the lower sensor, the lower pinch valve shuts. A fillcycle has
been completed which is capable of delivering a repeatable
volumetric fill. The cycle is then repeated as the next vial is
indexed to the filling position.

The volume of the fill is determined by adjusting the
positions of the sensors which are located on an automatic
servo mechanism. During the initial fill, weight checks of the
product in the vial are performed and adjustments are made
by changing the sensor position.

The disposable components have been designed as an
integral assembly to meet specific customer filling needs for
one-, two-, four-, six-, eight,- or twelve-needle systems. The
reservoir, tubing, measuring tube, and filling needles are
manufactured with polymers commonly used in the pharma-
ceutical and medical device environment such as LDPE,
EVA, and platinum-cured silicone. Filling needles are manu-
factured with a rigid gamma sterilizable polymer such as
polyimide or polycarbonate. Materials are selected for their
low extractables, low particulate introduction, and are USP
Class VI tested.
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Other Integrated Sterile Components

The scope of the disposable components used for this filling
system may be expanded to include other disposable devices
such as sterile filters, sterile valves, connecting tubing, and
supply bags. Figure 3 illustrates two possible sets of compo-
nents for a filling line. The pre-assembled, gamma sterilized
components can be multiple bagged before shipment from the
supplier, allowing for staged opening of the package in se-
quential cleanrooms. The disposable components are de-
signed to snap in place in a process that is estimated to take
approximately 15 minutes - Figure 3.

System Hardware

The system hardware is composed of a stainless steel filling
station and a user interface. The filling station has a stand for
the mounting of the reservoir and individual supports for
each of the measuring tubes. The measuring tube sensors are
mounted on servo belts for the automatic individual volume
adjustment of each dispensing line. The measuring tubes and
flexible tubing are positioned with snap-in-place connections
for easy assembly.

The filling station is designed to be integrated into a new
or existing filling line and replaces the existing pumping
station and surge tank. The fill valves and sensors are
regulated by a programmable controller which is located in
an accessible area away from the filling line.

Since disposable filling technology is new, project engi-
neering and integration costs currently may be more costly
than those for a conventional filling line. This is due to the
custom engineering required to match the disposable system
hardware components with the existing filling line design.
Most modifications are expected to be the placement of the
dispensing equipment, mounting needles on the filling bar,
integrating the control software and ergonomic consider-
ations for easy reservoir and needle removal. It is expected
that these costs will drop as the technology becomes main-
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Figure 3. Integrating disposable filling into a fill and finish process.

stream and filling machine companies design their equip-
ment to accommodate disposable technologies.

Testing the Performance of a
Disposable Filling System
The performance of a disposable filling system is best under-
stood by assessing key process aspects of the technology.
These key aspects include:

¢ range of fill volume and fill rates

e accuracy and repeatability

e gsystem economics compared to conventional filling
¢ non-aqueous fills and other fill types

e product recovery

Range of Fill Volumes and Fill Rates

In the gravity-driven volumetric fill system, the relationship
between fill volume and fill rate determines the choice of
supply tubing, dispense tubing, measuring tube and needle
diameters. The components must be chosen to meet the
desired fill rates of the filling line, taking into account the
effects of product viscosity and density as they relate to the
solution’s ability to flow through the tubing. Variations in
other physical properties such as those found in emulsions
and suspensions also impact the design of the disposable
components. To accommodate a wide range of filling require-
ments, a selection of different reservoirs, measuring tubes,
and needles must be available to meet the needs of the fill and
finish operation.

To begin understanding the disposable filling system, the
required sizing of the disposable reservoir assembly, and the
application range of the current design, researchers devel-
oped a mathematical model describing the system dynamics
to predict the range of operation for a given set of conditions.
An estimate of the number of fills per minute per head can be
determined by breaking the disposable filling system into
three parts (supply, dispense, and component delay). For a
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given fill volume of a known solution, the mathematical
model can estimate a fill rate for each combination of reser-
voir, tubing, and needles.

To illustrate this model, researchers assessed two differ-
ent theoretical configurations of disposable components for a
disposable filling system. The disposable set-ups can be
broken up into five distinct sections: reservoir, supply tubes,
measurement tubes, dispense tubes, and dispense needles.
Both of the example configurations shown in the Figure 4
diagram used the same size reservoir which held approxi-
mately 500 ml of solution. The red surface profile incorpo-
rated 1/8 inch internal diameter supply and dispense tubes
along with a 1/4 inch internal diameter measurement tube.
The dispense needle was a straight, five-inch tube of internal
diameter 0.062 inches. The green surface used a supply tube,
a measurement tube, and dispense tubes having internal
diameters of 1/4, 3/8, and 1/4 inches respectively. These tubes
were connected to a five-inch straight needle of internal
diameter 0.125 inches. A range is shown for the operation of
these two different disposable reservoir configurations. The
surface profiles define the upper operating limit of each
disposable configuration, and stable operation can be achieved
at all operating conditions below the surfaces.

The process variables that determine the limits of operation
are the solution viscosity and density, reservoir head height,
disposable configuration (tubing diameter, needle size, etc.),
and solution dispense volume. By setting the reservoir head
height and picking a desired fill volume for a solution with a
known kinematic viscosity (viscosity/density), the tube set
needed for a required fill rate is easily determined. For ex-
ample, to dispense 4 ml of water at 60 fills/min, tubing set B
would be required since tubing set A would not be able to

90 —-—-—-_.__q:
75

W Tubing Set A
o | EEE Tubing Set 8 _

Fill Rate (Fills/min)

Water Sesame Oil
Desired Fill Volume (ml) 2.0 2.0
Desired Fills Per Minute &0 45 30 45 30 15
Set B Sets Sels

Neither | Neither | 28

o1 Tobi
Appropriate Tubing Set Ornly AGE | A&B Only

Figure 4. Example model predictions of fill rates for two different

disposable configurations. The table gives examples of acceptable
filling speeds and disposable component selection for a 2.0 ml fill

derived from the model.
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achieve this fill rate. Based on the three dimensional graph in
Figure 4, an example of the selection of tubing sets for 2.0 ml
oil and aqueous fills at different filling speed requirements is
presented in the Figure 4 table.

The gravity-driven, volumetric dispensing mode of opera-
tion places some restrictions on the maximum dispense
volume and the maximum fill rate. Current designs are
limited to fill volumes below 20 ml although the technology
may be applicable for larger volumes in the future. For 1.0 ml
fills, maximum speeds are of the order of 14,400 fills per hour.
However, it is evident from these test data that high fill rates
are limited to small fill volumes and low kinematic viscosity
solutions.

Other limitations of the technology may be found relating
to the physical properties of the drug. Disposable filling has
not been implemented to date for suspension fills due to the
potential settling of particles in the reservoir. In this case,
care must be taken to ensure adequate mixing of the suspen-
sion particles for accurate dosage dispensing. In other cases,
high foaming characteristics may be problematic due to
interference of foam on the light sensors. Also, drugs with
high viscous properties will be limited inherently to lower fill
rates. It is anticipated that next generation disposable filling
system designs will overcome some of these issues.

Accuracy and Repeatability

To test the reproducibility of the disposable system, feasibil-
ity tests were performed on different disposable configura-
tions. Samples were collected and weighed over approxi-
mately 30 minutes averaging around 1 sample per minute.
Samples were taken over a five-hour test period with the first
sample of each 30 sample set being taken at the beginning of
each hour. After each test was completed, the average and
repeatability of all the samples and each individual set of 30
samples was calculated. The highest and lowest values were
then used to calculate the maximum positive and negative
percent error from the mean. Thisis referred to as the positive
and negative percent error, and the average of these values is
the average error.

Figure 5 shows an example of a set of data collected over
five hours. The target weight of the samples was 1.025 grams
with a difference of 8 milligrams between the high and the
low (max = 1.029 g, min = 1.021 g). The average, positive, and
negative percent errors were 0.39%, 0.37%, and 0.41% respec-
tively, and the system was running at 55 fills/min. The error
lines at 0.5 and 1.0% deviation from the mean are shown on
the figure for the reader’s convenience.

Other feasibility testing using water has shown that a
range of fill volumes between 0.5 and 15 ml is obtainable with
the current disposable reservoir assemblies. Ongoing work
with larger fill volumes will establish the performance char-
acteristics and component sizing requirements of fills up to
100 ml. The current maximum fill rates have been found to be
between 45 and 60 fills/min for small volumes, such as 0.5 and
1.0, and between 15 and 30 fills/min for volumes in the range
of 2to 15 ml. For all of these cases, the repeatability was found
to be less than +/- 0.5%.
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Figure 5. Reproducibility of the disposable filling system operating
at 55 fills per minute with an average dispense weight of 1.025 g.

Non-Aqueous and Other Fill Types

To understand the performance on oil based fills, sesame oil
was tested at three different dispense weights over 1.5 hours
(60 samples). A different disposable assembly was tested
than was previously used for water and the results are given
in Table A. As can be seen on the chart, with a fixed tubing set,
the fill rates varied with the size of dispense, but again, the
average percent error remained less than or equal to 0.5%.
The model predictions of oil fill rates are included on the
table. As is evident from Table A, the model accurately
predicts the fill rates for a given component assembly as long
as the fluid characteristics are known.

It is expected that disposable systems will be applicable
for use with suspension fills and nitrogen topped fills. For
suspension fills, other procedures will be required to ensure
mixing of the product during the filling operation. Oxygen
sensitive products may be protected with a nitrogen blanket
on the storage reservoir.

Economic Review of Offsetting Costs

Disposable technology as a filling option is no more costly
than traditional filling. There are many examples of drug
filling operations that would benefit from a disposable filling
option. Most notably, these include toxic, biohazard materi-
als, and multi-product facilities. For example, the ability to
dispose of a used filling system rather than exposing opera-
tors to potentially hazardous material is invaluable. The
same applies to a multi-product facility where the ability to
speedily turn around a filling line and not manage onerous
line segregation practices would be very beneficial. In these
situations, the value of a disposable system cannot be counted
in terms of simple comparative economics. Yet, potential
users are interested in understanding the cost of ownership.
A preliminary comparison of the disposable filling system
and a conventional filling system results in essentially com-
parable running costs. Full Cost-Of-Goods (COG) modeling is
required to accurately estimate the complete economic ben-
efits.
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1.2 g Dispense | 2.0 g Dispense | 4.0 g Dispense
Head | Head | Head | Head | Head | Head
#2 #4 #2 #4 #2 #4
Average Weight (g)| 1.195 | 1.199 | 2.055 | 2.036 | 4.028 | 4.040
Fills/Min 39 23 12
Model Prediction
Fills/Min 37 24 13
Variation
Weight (mg) 12 8 9 8 16 9
Avg. % Error 050 | 033 | 022 | 0.20 | 0.20 | 0.11
Pos. % Error 046 | 0.35 | 0.21 0.17 | 0.26 | 0.09
Neg. % Error 055 | 032 | 023 | 022 | 0.14 | 0.13

Table A. Fill rates and error measurements for sesame oil at three
different dispense volumes.

The preliminary COG evaluation, shown in Table B,
illustrates a simple cost trade off that centers around the
expendable cost of the disposable system with utilities, labor,
and maintenance costs for the CIP/SIP filling system. The
total labor required for a conventional system, including
autoclaving, system set-up, disassembly, cleaning and rins-
ing, is estimated to be as much as six times greater than that
of a disposable system. The COG calculations for a single
shift, 1.0 cc filling system operating at a rate of 14,400 fills/
hour for 225 days per year shows that the running cost of
disposable filling is 8% less than the running cost for a
traditional filler. Extending this analysis to include deprecia-
tion for the incremental capital cost of the disposable system
hardware leads us to the conclusion that traditional and
disposable filling systems have very similar cost of ownership
models. In preparing for a new facility, the disposable option
would potentially allow for considerable capital cost savings
such as smaller autoclave, clean steam or WFI capacity, and

Operating Cost Summary

Conventional | Disposable System
Operating and Maintenance Costs ($lyr) ($lyr)
Set-up Labor 48,125 7,975
Utilities 6,250 438
Parts 15,400 1,000
Maintenance 3,000 550
Disposable Expendables 0 56,250
Total 0&M 72,775 66,213
Capital 30,000 80,000
Total Cost of Operation 77,061 77,641
(7 year amortization)
Additional Capital Requirements
Autoclave and WFI System Capital 60,000 0
Total Cost of Operation 85,632 77,641
(7 year amortization)

Table B. Operating cost of a disposable filling system compared to
that of a piston filler.
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related space requirements. When the capital costs of auto-
claves and WFI equipment are included as part of the amor-
tized operation costs, as would be found in a new plant
installation, the disposable option is approximately 9% less
than the conventional filling equipment. Savings associated
with a reduction in validation effort, less plant downtime,
and increased speed to market are not calculated here. These
factors are expected to be significant and will favor the use of
disposable filling equipment - Table B.

A downside to this technology can be found in the disposal
of the component reservoirs, filling needles, and associated
tubing. The used components require disposal in a safe mode
in accordance with local and federal regulatory waste guide-
lines. For some biohazards or toxic materials, incineration or
other special handling may be required. When evaluating
disposable filling, the landfill or incineration issues need to
be compared with the disposal of liquid wastes from rinsing
and cleaning.

Product Recovery

The high recovery of product at the end of the process is
essential for maximum yield in the filling operation. The
disposable filling system is capable of virtually complete
drainage of the buffer reservoir. Losses are expected to
approximate those typically found in conventional dispens-
ing systems such as positive displacement pumps or time
pressure systems. For the enhanced product recovery of
extremely valuable drugs, manual drainage of the tubing is
possible, followed by the manual filling of the final vials.

Validation Considerations
Validation requirements for the disposable filling system are
expected to be similar to those of conventional fillers.

Fill Reproducibility

Tests conducted to ensure accurate reproducible dosage vol-
ume is common to both traditional and disposable systems.
As there are no fundamental differences to the use of both
systems, this parameter will be validated in exactly the same
way by conducting validation fill runs and checking weights.

Aseptic Process Sterility

Tests will be conducted to ensure that the filling process is
capable of consistently producing sterile filled vials. This is
achieved through multiple media fills of thousands of filled
vials required to validate a new filling line and revalidate an
existing filling line on a routine basis after significant process
changes or sterility problems have been experienced. Media
fills test the capability of the whole aseptic process to produce
a sterile product. They are not specific to just the filling
component and as such would be identical for both traditional
and disposable filling technology.

Filling Sterility

For media fills to be successfully executed, the systems must
be sterile prior to use. In the case of traditional filling, this
requires SIP processes to be validated using thermocouples
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and Biological Indicators (BIs). These will be placed through-
out the filling system especially in areas where, due to
trapped air, condensate or heat sink effects, the system may
have difficulty reaching the required sterilization tempera-
tures. In the case of filling systems that are disassembled and
autoclave sterilized piecemeal, there is the additional chal-
lenge of aseptic assembly which requires detailed SOPs and
routine operator training. The sterilization challenge with
disposable filling is much simpler as the process is one of
supplier audit with responsibility for disposable sterility
being shifted to the vendor.

Gamma irradiation is used to sterilize a disposable filling
assembly that is sealed at both ends. The irradiation process
is validated by the use of radiation meters, and BIs . Valida-
tion is completed by the vendor according to AAMI standards
and certified. The end user needs to audit the vendor for
compliance and train operators on unpacking protocols to
ensure no sterility breakdown during setup.

Fill System Integrity

In today’s filling process, stainless steel piping is connected
to filter housings, valves, tees, etc, using clamp connectors
and gaskets. Routinely, the filters are tested for integrity, but
not the pipe work and connections. By strict comparison to
current practice, it would be easy to conclude that similarly
the disposable system need not be tested. Currently, this new
disposable filling technology is designed, packaged, and manu-
factured by the vendor to ensure integrity. Again, these
processes should be audited by the end user. Although it has
not yet been done, it is theoretically feasible to consider
implementing a pressure hold test of the filling system post
use.

Fill System Cleanliness

The major concerns are particles, cross contamination by
multiple drug products, or CIP fluids. In traditional filling,
drug cross contamination is managed by using dedicated
filling pumps for each product and relying on appropriate line
closing and opening protocols and operator training to avoid
mix ups. CIP fluid contamination is managed through an
onerous CIP validation and routine revalidation. Stainless
steel piston pumps are well known for generating steel
particles and require routine maintenance to minimize the
problem. There are no cross contamination or CIP fluid
contamination concerns with the disposable filler. The big-
gest concern is extractables and TOC. Traditional fillers also
require this validation as they typically use several feet of
platinum cured silicone tubing to deliver drug solution to the
pumps and from the pumps to the vials. In the case of the
disposable filler, it is proposed to handle extractable valida-
tion in precisely the same way the filter validation is con-
ducted. A vendor will supply a service of product-based
extractable testing.

Fill System API Binding
Several pharmaceutical products are known for their sensi-
tivity to contact with stainless steel. This is so prevalent that
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glass and ceramic piston pumps are often selected for filling
operations. It is expected that the vendor would provide
technical support for product specific binding validation.

The validation challenges are clear and more representa-
tive of the processes that need to prepare a filling system (e.g.
CIP process for cleanliness and sterilization processes for
system sterility) rather than concern over filling system
performance.

Conclusions

Disposable filling systems can be an economical alternative
to conventional filling machines where the benefits of single-
use disposability are required. Preliminary data demon-
strates that the disposable filling can be run at fill rates and
accuracy levels that require the user to make almost no
compromises with conventional filler performance. The dis-
posable systems offer improvements in process flexibility and
improved ease of use compared to conventional filling sys-
tems. The elimination of cleaning, sterilization, and aseptic
assembly in the filling suite contributes to a reduction in
validation effort and set-up time in the production environ-
ment. The systems lend themselves to both single-and mul-
tiple-use facilities attempting to meet today’s rigid regula-
tory standards while enhancing the speed of products to the
marketplace. For small R&D or clinical fill operations,
disposability simplifies the development effort and reduces
the amount of time required to validate the filling process.
For production fill and finish, benefits are found in quick
installation, rapid equipment change-over between filling
campaigns, elimination of aseptic assembly, and prevention
of cross contamination.

Disposable filling technologies are particularly useful for
plants requiring a high degree of safety in their filling
operations. Cytotoxic and biohazardous fills requiring the
complete containment of product for operator safety and
prevention of cross contamination between fills are often
difficult in the filling suite. The ability to completely dispose
ofall product contact surfaces provides an extralevel of safety
not found with reusable dispensing components.

The costs of operating disposable filling systems are shown
to be approximately equal to those of conventional filling
technologies although the split between direct and indirect
costs will change. Additional direct costs associated with
single-use expendables will increase, and savings will be
demonstrated in indirect costs associated with equipment
clean-up, utilities, installation time, and the elimination of
autoclave cycles. Significant additional savings can be antici-
pated when the reduced cost of validation effort, reduction in
burdened labor requirements, and potentially faster access
to market are included.

The operation of the disposable filling system shows the
reproducibility of the process to be comparable to that of
conventional dispensing apparatus with typically less than
0.5% variation for 1.0 ml or greater fill volumes. The equip-
ment is demonstrated to have fill accuracies equal to or
exceeding those of conventional time-pressure or piston fill-
ing lines with no accuracy drift due to pump wear or daily
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warm-up. The selection of the disposable tubing and needles
requires an understanding of the physical properties of the
feed solution and a matching of these components to the
solution. As the filling speed relies on gravity for its driving
force, the proper selection of tubing diameter and needle sizes
is needed to meet the accuracy and reproducibility require-
ments of the pharmaceutical manufacturer.
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This article
describes the
use of
Computational
Fluid Dynamics
to investigate
several options
for creating
homogeneous
horizontally
directed airflow
in a buffer
consisting of

multiple shelves.

Figure 1.Outline of the
geometry. The inlet
channel is on the left
side. The red planes
indicate the perforated
plates that are used to
adjust the air
distribution. On the
front, the so-called
‘wheel box’ is outlined.
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Introduction

aminar airflow is widely used to protect

pharmaceutical clean areas from ingress

of particles. In small contained volumes,

such as storage cabinets or buffers, the
air is passed multiple times through HEPA
filters to guarantee the required specification
for particle content. Airflow systems designed
for this purpose are called laminar airflow
units and generate a unidirectional down-flow.
In a buffer consisting of multiple shelves; how-
ever, it is not possible to achieve down-flow,
and horizontally directed airflow has to be
applied.

Since shelves create a number of obstacles, the
flow is unlikely to be strictly laminar. However,
it is essential that the velocity over stored vials
is as homogeneous as possible, such that the air
is equally filtered at each level and the same
quality of air is guaranteed for the entire height
of the buffer.

The design of airflow systems can be a te-
dious job of trial and error when tuning the
airflow. The Computational Fluid Dynamics
(CFD) method of numerical analysis is a valu-
able tool for the simulation of such non-lami-
nar flows and may be applied to buffer design
for the investigation of critical regions. CFD
results in a 3D-vector field of air-

flow and post-processing software
enables the visualization of the
results as contour plots and par-
ticle trajectories. Further, by
showing details of the particle tra-
jectories, critical regions can be
inspected in particular detail. The
conclusions drawn from the re-
sults may be used in design rec-
ommendations.

This article describes the use
of CFD to investigate several op-
tions for creating homogeneous
horizontally directed airflow in a
buffer consisting of multiple
shelves. The results are intended
to assist in the determination of
optimal flow conditions in lami-
nar airflow units.

Method
Description of the Situation
Buffers with shelves of widths
ranging from 1.07mto 1.8m (3.5 ft
to 5.9 ft) were modeled in the
study - Figure 1. An airflow of
1.715 kg/s (60.5 oz/s) was used,
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Case Number of Bottom stack Porosities [%] Pressure Loss Coefficient Remarks
Loaded Shelves
1 7 Yes 6,4,28 19 550, 950, 1500, 2200 Porosity of original buffer
2 7 Yes 550, 591 608, 617 Optimized pressure loss coefficient distribution
3 7 Yes 6 550 Tapered walls of inlet and outlet channel
4 7 Yes 6 550 Vertical walls, constant coefficient
5 6 % Yes 6 550 Homogeneous perforation
6 13 No 6 550 Completely filled buffer

Table A. Overview of the simulation program.

which led to an average velocity of 0.46
m/s (90.6 fpm) after the perforated
plate. The air-ducts extended only to
the region where the shelves were lo-
cated.

An opening at the unloading side
was not considered and the loading
door was closed. The structure also
comprised a pushing system for auto-
matic unloading of the shelves. This
system consisted of a pusher that was
actuated by pusher belts wound around
wheels. The region where the wheels
were located is referred to as the ‘wheel-
box.” It was not intended to actively
have air pushed through this region
and the consequences are considered
in this article.

The buffer contained 13 shelves,
each of which could be loaded with
vials. The shelf-stack hung on a struc-
ture that could be moved upward and
downward, such that each shelf could

be brought to the same level for load-
ing/unloading. The shelves hung on
rods suspended from adjacent shelves.
Vertical guides kept the shelf-stack
positioned in the horizontal plane. The
buffer considered was designed to ac-
commodate two vial packs per shelf
and one case described in this article is
devoted to the situation where only
half of a shelf is loaded.

Three different geometries/loading
stages were investigated:

e Geometry A: 7 shelves loaded, 6
shelves in the compressed bottom
stack: the reference case

e Geometry B: 7 shelves loaded, 6
shelves in the compressed bottom
stack. Walls ofinlet and outlet chan-
nel tapered. The purpose of this
caseis to optimize the pressure situ-
ation in the ducts.

¢ Geometry C: 6 shelves loaded, 7th
shelfloaded only on the right half, 6
shelves in the compressed bottom
stack. This case simulates a poten-
tial worst-case situation during the
loading of a particular shelf.

Although additional cases had been
simulated, it became apparent those
described provided the most relevant
information since they account for buff-
ers with both empty and filled regions.
Therefore, these cases were chosen for
consideration in this article.

Smoke Tests

In practice, smoke tests were used to
visualize airflow. This ‘smoke’ actually
consists of small particles that are
transported by surrounding air. Ifthose
particles are small and have very little
mass, they do notinfluence the airflow.
Care must be taken to assure that the
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Figure 2. Homogeneous airflow distribution over the shelves: three alternatives. From left to right: optimization of porosity of inlet and
outlet plates, utilization of tapered channels and homogeneous porosity of the inlet plates such that airflow impedance is the limiting

factor.
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injection of the ‘smoke’ does not influ-
ence the airflow.

Post processing capabilities of CFD
software facilitate the simulation of
smoke tests. The release of the par-
ticles from a line is simulated and it is
assumed that the distribution of the
particles is uniform. The paths of the
particles are followed for 60 seconds.
Visualizations show the path that the
particles followed during the 60 sec-
onds. The simulation is performed
twice, releasing the particles along
perpendicular lines.

The simulation of smoke tests may
be used to support the validation of
laminar flow units.

Variations

The inlet and outlet channels were
separated from the buffer by perfo-
rated plates. The basic porosities (frac-
tion open-to-total area) used in the
calculations were from the original
buffer. A pressure loss coefficient was
determined from the porosities and
was used in the simulation.

The porosity-pressure-loss coeffi-
cient correlation was taken from
Wagner.!

The starting case related to a prac-
tical situation where the perforated
plates varied from top to bottom, as a
result of trial-and-error optimization.
A few iterations were needed to repre-
sent the practical situation. Several
methods were used to optimize the
airflow situation, including optimiza-
tion of the porosity distribution and
optimization of the ducts surrounding
the perforated plates.

Table A provides an overview of
several calculated cases, from which
the three situations discussed in this
article were taken. The porosities are
from bottom-to-top on the inlet side
and from top-to-bottom on the outlet
side.

Fundamentals of

Computational

Fluid Dynamics
In Computational Fluid Dynamics
(CFD), the whole domain under con-
sideration is divided into a large num-
ber of cells (typically 500,000 or more).
For each cell, the transport equations
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for mass, momentum, energy (in cases
with heat sources), turbulence quanti-
ties, and additional potential contami-
nant species, are set up and solved in a
sophisticated iterative procedure. In
the case of complex airflow patterns,
care must be taken to ensure grid-
independent solutions.

For the solution of the transport
equations, commercial software was
used with a body-fitted curvilinear
structured multi-block grid. For accu-
rate results, schemes with second-or-
der discretion were used and multi-
grid acceleration techniques were
implemented to achieve fast conver-
gence.

Turbulence Modeling

The application of CFD to ventilation
began about 20 years ago and contin-
ues to prove successful for an escalat-
ing number of applications. The final
principal problem relates to the turbu-
lent character of airflow. A complete
simulation of the full turbulent struc-
tures would require a model with sub-
millimeter-scale flow structures, and
as a general rule, this is not practical
for current and projected computer tech-
nologies. Therefore, a large number of
models have been developed to assess
the turbulent character of flow.

Most turbulent flow models belong
to a class known as the Reynolds Aver-
aged Navier-Stokes (RANS) equations.
The fundamental equations for the in-
stantaneous fluctuating velocity com-
ponents (u, v, w) are called Navier-
Stokes equations. In a RANS model,
these components are divided into av-
eraged values, for which similar trans-
port equations are solved, and fluctu-
ating components (u', v', w' with an
average value of zero), for which an
additional model is set up.

Of the available models, the k-¢-
model is a first-order RANS model,
which requires a reasonable computa-
tional effort, and also is the most fre-
quently used for flow problems in in-
dustrial applications. In the k-e-model
(after Launder and Spalding, 1974)
two additional transport equations are
solved for the two turbulence quanti-
ties k and € (k is the isotropic turbulent
kinetic energy (k = %% (u'? + v'2 + w'2))

and € is the viscous dissipation rate of
k into heat, via molecular friction).

Other more advanced turbulence
models include further terms or equa-
tions to correct for special flow situa-
tion effects that are not predicted effec-
tively by simple models such as the k-
e-model.

An advance in accuracy would be
the use of a second-order RANS model,
where transport equations for second-
order correlations of turbulence quan-
tities, such as u'?, v'2, and u'v’, are set
up and solved, or modeled separately.

In the derivation of all the RANS
models, higher order terms appear in
the equations for which additional
modeling has to be developed. This is
called the ‘closure problem’ of turbu-
lence modeling.

At present, these advanced models
continue to lack general applicability
and the choice of the k-e-model is still
considered the most appropriate for
general flow problems, such as those in
a cleanroom.

Computational Effort Required
The computation time per case with
500,000 cells is in the region of 12-24
hours on a WindowsNT® workstation
with a 1 GHz CPU. The memory re-
quirement is somewhat more than 1
KB per cell, giving a total requirement
of approximately 550 Mbytes for all
500,000 cells. For investigation of a
specific situation, a parameter varia-
tion with 5 tol15 different cases usually
has to be performed.

Geometrical Modeling

and Boundary Conditions
Though still detailed enough to ac-
count for the influences on the airflow,
the laminar flow units and flow ob-
stacles (e.g., shelving) were modeled in
a relatively simplified way. The air
inlet and exhausts were modeled con-
sistent with their design flow rates. In
this environment, temperature effects
are considered negligible, allowing the
simulations to be performed under iso-
thermal conditions.

Results and Discussion
Homogeneous Velocity Field
Optimization porosity gradient: assum-
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Figure 3. Airflow close after the shelves. In the region with very low velocities

recirculating vortices appear.

Figure 4. Airflow near vial front. The air accelerates and entraps air from the vial bottom

region.

ing that it is essential to start with a
homogeneous velocity field immedi-
ately after the air inlet plates, this was
taken as the starting point. After the
conclusion that the situation in the top
part of the buffer was not optimal and
the velocity between the shelves rather
limited, other design aspects were
taken into consideration.

Inclined walls: under the assump-
tion that a homogeneous pressure gra-
dient can be obtained from the shape of
the inlet and outlet channels, the in-
clined wall case was calculated.

Uniform porosity: theinclined walls
case also was based upon the applica-
tion of a constant pressure loss on the
perforated plates. The uniform poros-
ity case was calculated to verify the
contribution of the inclined walls of the
ducts.

Details of Airflow

and Particle Trajectories
Direction of velocity vectors and ed-
dies: although it is hardly conceivable
that the airflow can be made strictly
laminar,itis generally understood that
for optimal situations the flow should
be unidirectional. Therefore, it is im-
portant to have a particular look in
regions with discontinuities. The study
focused on two regions: just behind the
shelves and close to the region where
the airflow strikes the vial pack.

Particle trajectories: When the ve-
locity field is known, the path of theo-
retical particles can be traced. There-
fore, two lines were determined where
those theoretical particles would start
and the course followed by the theo-
retical particles was followed for 60
seconds. The plots of the traces give
insight of potential contamination.

PHARMACEUTICAL ENGINEERING MAY/JUNE 2003

Homogeneous

Velocity Field
Figure 2 illustrates the general view of
the flow velocity field. The purple col-
ored regions are located inside the in-
let and outlet channels. The starting
situation is visualized in the left part of
the figure.

¢ The porosity-distribution of the in-
let plate was optimized to create a
homogeneous airflow across the
shelves.

¢ A depletion effect in the inlet and
outlet channels is visible. This had
no effect in the buffer due to the
relative high pressure-loss over the
perforated plates.

¢ The illustration also shows that in
the region above the shelves the
airflow velocity is quite high with
velocity values of the order of 0.7 m/
S.

¢ The vertical structures inside the
buffer influenced the field and were
the cause of the local velocity in-
crease between the shelves, shortly
after the entrance-region.

¢ In the region above the shelves, the
airflow velocity was higher than else-
where in the buffer and demon-
strated some inefficiency.

¢ The middle part of Figure 2 illus-
trates the situation with inclined
ducts. The porosity of the plates was
uniform.

e The airflow in the region above the
shelves was reduced, but between
the shelves a slight increase was
discernable and the velocity was
above 0.4 m/s (78.7 fpm).

Implementing ahomogeneous pressure
loss over the inlet plates can create a
very similar situation. The porosity
that was chosen was 6%. The pressure
loss coefficient appeared to be high
enough (550) to ensure homogeneous
inlet airflow. This is illustrated in the
righthand part of Figure 2.
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Figure 5. Streamlines, starting at a line on the floor across the buffer (line 1).

Discussion

on Plate Optimization

The distribution of the horizontal inlet
velocity (vi,) through the perforated
plates into the buffer depends on the
chosen porosities of the plates and on
the geometry of the inlet channel.

By choosing a high-pressure loss
coefficient for the perforated plate, the
inlet velocity becomes independent of
the local Vertical velocity at a given
height in the channel and also is inde-
pendent of the channel geometry.
Hence, a high constant pressure loss
coefficient leads to a relatively con-
stant velocity over the entire channel
height. This is shown in the right-hand
part of Figure 2.

The air enters the channel at the top
with the inlet velocity, v, and the static
pressure, po. Using Bernoulli’slaw, this
leads to a static pressure at the vertical
distance, z, from the entrance of:

p) =po+vit—v? 2 (1
From this static pressure, the inlet
velocity, v;,, through the perforated

plate can be calculated as:

p@)=v, (2)5{(2) (2)

With a constant pressure loss coeffi-
cient, ¢ (z), it is possible to achieve a
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constant inlet velocity, vy, over the
complete channel height, by choosing
the channel geometry such that static
pressure over the complete channel
height, p(z/H), is kept constant. This
requires from (1) that the vertical ve-
locity at height z, v(z), is kept constant
over the height.

To get a constant vertical velocity at
height z, v(z), with a constant velocity,
Vin, over the height, the continuity equa-
tion requires that the free area of the
channel is reduced linearly. In this
way, the total area where the air can
leave any volume element in the chan-
nel is constant. This was achieved by
inclining the back wall of the inlet
channel as shown in the center of Fig-
ure 2.

In achannel with constant free area,
a general formula for velocity at height
z, viy(z), can be obtained from (1) and

(2):

Uin @) = Jl/,;m(%po + U(z)_ v(2)?) =

2 vi—v@?

v (3)

in0 [4c)
By choosing a high pressure loss coeffi-
cient for the perforated plate, the inlet
velocity becomes independent of the
local velocity v(z) in the channel and

also independent of the channel geom-
etry. So, a high constant pressure loss
coefficient ¢ leads to a relatively con-
stant velocity (vi,) over the channel
height. This is shown in the right-hand
part of Figure 2.

Po static pressure at the top of
the inlet channel

Vo vertical velocity at the top of
the inlet channel

v(z) vertical velocity at height z

z vertical distance from the top
in the inlet channel

Vin horizontal velocity through
the perforated plates into the
buffer

Detailed Topics

Direction of Velocity Vectors
From the contour pictures, it can be
seen that there are various regions
where the velocity is close to zero. The
situation just behind the shelves is
illustrated in Figure 3. The velocity is
very close to zero, and due to some drag
from the main flow region, a small
vortex system is induced. In fact, two
eddies can be identified. Since there is
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no risk of this recirculation entering
the region above the product, this situ-
ation is not critical. Nevertheless, this
does illustrate the fact that areas with
no direct forced airflow may develop
eddies, and therefore, an uncontrolled
mixture of air. This is further illus-
trated and clarified in the section on
particle trajectories.

This buffer case is related to loading
the shelf with two vial packs. In Figure
4, a worst-case scenario is illustrated
where the first vial pack is loaded in a
downstream position. The result dis-
plays an obviously undesirable situa-
tion where air gets pushed from plat-
form height to vial height.

Both of the above aspects are devia-
tions from the ideal unidirectional flow
principle. The region behind the shelf
is not a significant problem since there
is no risk of particle ingress in the
direction of the vials. The vial pack
case illustrates that consideration
should be given to first loading vials on
the upstream side.

Particle Trajectories

Using post-processing facilities, it is
possible to visualize the paths that par-
ticles carried by the flow are likely to

follow under the assumption that the
gravitational force is negligible in com-
parison to convective transport. There-
fore, two lines were defined as nominal
starting positions for a number of par-
ticles. In Figure 5, the particles were
released (virtually) from the bottom of
the buffer just following the inlet posi-
tion. The particles were registered for a
period of 60 seconds. The coloring of the
paths relates to the air (particle) veloc-
ity at the respective positions.

Figure 6 illustrates the situation
where the line of particles was located
at the bottom of the buffer, just at the
centerline parallel to the main air ve-
locity direction.

The pictures show that the particles
released in a region with little airflow
could move along winding paths. The
streamlines suggest that the region
below the shelves can be a risk. The
airflow velocity was very small, but a
large eddy causes particles to be car-
ried to higher regions and even be-
tween the shelves.

This picture also shows that the
region defined as the ‘wheel-box’ expe-
rienced poor flow conditions. The situ-
ation without the ‘wheel-box’ also was
simulated; however, the improvement

was relatively minor.

The situation can be improved sig-
nificantly by having forced airflow in
the regions below the shelves eliminat-
ing regions with relatively low veloci-
ties which cause eddies to occur.

Verification
To verify the results, practice tests
were performed on a buffer optimized
for unidirectional airflow on all shelves.
A three-step approach was taken:

1. CFD simulation to determine the
outline

2. rough verification in a buffer with
modeled shelves

3. verification using the real situation

The measured airflow velocities ap-
peared to be within 20% of the pre-
dicted values, and unidirectional air-
flow was demonstrated between the
shelves. Optimizing the air channels
onthe sides of the main inlet and outlet
minimized the undesirable recircula-
tion patterns below the shelves.

Conclusion
Homogeneity of Airflow
When perforated plates are used for

e

Direction
of aiflow

Top view
of buffer

Line 2

Figure 6. Streamlines, starting at a line on the floor along the buffer (line 2).
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final inlet of air in to the buffer, this
provides the highest resistance in the
ducts. Optimizing the airflow situa-
tion by changing the porosity or shape
of the ducts will not improve the homo-
geneity. Conversely, it is important to
make sure that all clean regions are
supplied with air.

Recirculation Effects

The horizontal airflow does not stay
unidirectional in the neighborhood of
obstacles. When this occurs there is
only a small risk of particle transport
in the neighborhood of vial necks down-
stream. For this reason, it is recom-
mended that the first vial packisloaded
upstream where the airflow is perpen-
dicular to the loading/unloading direc-
tion. There is an advantage when the
airflowisintheloadingdirection. How-
ever, the disadvantage in this situa-
tion is the absence of controlled airflow
near the doors.

Particle-Contamination

Regions with stagnant air are likely to
gather particles. Although these regions
are not flushed by forced airflow, eddy-
ing flow is likely to occur. This flow can
carry particles to other regions, and the
present simulations show that even re-
gions containing vials can be subject to
particle contamination.

CFD Method

The CFD method provides a powerful
tool for simulation of airflow in phar-
maceutical equipment. Insights thus
obtained can be used to shorten the
design and optimization process. The
3D properties of the flow-field are in
particular important to consider.
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